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DNS Known Concepts

 Known DNS concepts:

— Delegation, Referral, Zone, RRs, label,
RDATA, Authoritative server, caching
forwarder, resolver, SOA parameters

Arizona State University



« Good security Is multi-layered and preventive
— Multiple defense barriers in physical world
— Multiple ‘layers’ in the networking world

« DNS infrastructure

— Providing DNSSEC extensions to raise the barrier
for DNS based attacks

— Provides a security barrier or an enhancement for
systems and applications
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Example 1: mlsmatched CN

& izl Firafue =l
File Edit View Go Bookmarks Tools Help [Cart]ﬂr;uta Wae s runseurjyeet, o 31

ﬁ"' i General i
& ./:' \) a é hitkps v, robecoadyies . nijfinsebroke IDEtaIlsI

This certificate has heen verified for the following uses:

D Plug-in FAQ 9 IETF ID Tracker +1.0 -- 9 Mail Thread Index & AEGOM Mederland m... #

551 Server Certificate

SerUriby Errors Lo laie siisiie x|

I - f - a Issued To
‘fou have attempted to establish a connection with Common Mame (Ch) vy, robecodirect. nl
" robecoadvies. nl', Howeyer, the security certificate Cirganization () Robeca

presented belongs ko "wewew, robecodirect.nl”, It is possible, thaugh

j ) ; Organizational Unik (20U Robeca Direck bW,
unlikely, that someone may be trying to inkercept your ’
communication with this web site. Serial Mumber OB:FE:DE: 74 C1E: 1 BRI 52 9B 4E 182 43 EC: 56

Issued By
rtificate shown does not belong to Common Marme (Ch] Mok Part OF Cerkificate =
', please cancel the connection and natify Organization {0} eriSign Trust Metwark:

I vou suspect the
"wwin, robecoadyi
the site administrato

Organizational Unik (20U BeriSign, Inc.
View Certificate ¥alidity
Issued On 6i18/2004
Canc : lep\_ E?cpires OI_‘l 6192005
Fingerprints
SHA1 Fingerprink InAaF A 10 Cheh FESS Y05 AS4D S DD 8L FE: 1 2:98:40
MDE Fingerprink EE:21:4DEREBS: 48 EE: 2126 D040 8 CB 264787

www.robecoadvies.nl
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Example 2: Unknown CA

l oy tiflea iz Wisa ) baro:

%]

General | petais |

l Wl Siiz Cerilfizd by e Wineiosan At ity L2 Could not verify this certificate because the issuer is unknown.

Unable to werify the identity of bert. secret-wg.org as a trusted site, 1ssued To
0 Paossible reasons For this error: Common Mame (iZ) bert secret-wg.org
- our browser does nok recognize the Certificate Authority that issued the site's certificate, Organ!zat!nn () . Secrlet WD““”'? S
. o . . . . Organizational Unit {21 Bert's Secretariak
- The site's certificate is incomplete due to a server misconfigur ation, )
Serial Number 01

- ou are connected ko a site pretending to be bert, secret-vag. org, possibly bo obtain wour
confidential information, Issued By

; - . Caommaon Mame (Ch) Secret Wa Certificate Autharity
Please notify the site's webmaster about this problem. Orqanization () Berts Roak Certificate Authority

Organizational Unit (O <Mat Part OF Certificate =

Eefore accepting this certificate, wou should examing this site's certificate carefully. Are you lidi
willing ko to accept this certificate for the purpose of identifying the web site ¥alidity

bert.secret-wg.org? Issued On 12/10/2004
12}10{2005
EExamine Certiﬁca‘te...‘}
O Accept this certificate permanenthy 41 Fingerprinkt 1F:DCECSMEL 69:DE: 74: 53667 A0: LT 6C: DA 92 FA 98 54 LF: 5D
MDS Fingerprink DE:ES:CL:11E: 89 s A DE:S7:FO:BC: 7024 A0 5E
® Accept this certificate temporarily For this session

() Do not accept: this certificate and do nok connect to this web site

( N )
r Help L Close

Unknown Certificate Authority
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Confused?

Wab Siie Capiifizl Doy an Ut g BUTnu ety

%]

IUnable ko verify the identity of bert, secret-wg.org as a trusted site,

Possible reasons For this error!

- Your browser does not recognize the Cel
- The site's certificate is incomplete due to
- ou are conmected to a sike pretending
confidential information,

Please notify the site's webmaster about b
Before accepting this certificate, you shou

willing ko ko accept this certificate For the [
bert.secret-wg.org?

E'Examine Certiﬁcate..."

() Accept this certificate permanently

@ Accept this certificate temporarily Fo

ST ETE

ri‘"l Information you exchange with this site cannot be viewed or
changed by athers. Howewver, there iz a problem with the site's

& securty certificate.

The security certificate was izsued by a compary you have
ot choget to trust, Wiew the certificate to determineg whether

8

ST ETE
ri‘"l Information you exchange with this zite cannot
?. changed by others. However, there iz a problen|
; securty certificate.

Warnlng - Szeurlty

Doyouwant to accept the cedificate from weh site "wwnw.p 3. posthank.nl” for the

purpose of exchanging encrypted infarmation?

Publisher authenticity verified by: "WeriSign, Inc."

The security cedificate has nat e

Caution; "www.p3.posthank.nl® asserts that this content is safe. You should anly

The security cedificate was issued by a company that is not trusted.
- Y

wpired and is still valid.

E‘if_l,.ling authority.

ate is valid.

az a valid name matching the name
b wigw,

i [ Wiew Cartificate

acceptthis content ifyou trust "we p3

Yes Mo

Copilfleaiz sigpzr qui juugd

reqgistered. Accept?

The security certificate was izsued by a compary you have
ot chogen to trust, Wiew the certificate to determineg whether

you want to trust the certifying authority.

The security certificate date is valid.

The security certificate has a valid name matching the name

of the page pou are trying to view,

Do you want to proceed?

Ve ] f Mo

i [ Wiew Cartificate
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The server's certificate chain is incomplete, and the signer{s) are not

- The certificate For "bert.secret-wg.org” is signed by the unknown |
Certificate Authority "Secret WG Certificate Autharity”, It is not
possible ko wverify that this is a valid certificate
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How does DNSSEC come into this picture?

« DNSSEC secures the name to address mapping
— before the certificates are needed
« DNSSEC provides an “independent” trust path.

— The person administering “https” is most probably
a different from person from the one that does
“DNSSEC”

— The chains of trust are most probably different

— See acmqgueue.org article: “Is Hierarchical Public-
Key Certification the Next Target for Hackers?”
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DNS resol

Question: www.ripe.net
A

Www.ripe.net

root-server

sk net server @ X.gtld-servers.net (+ glue)

www.ripe.net A7
Resolver |« - Caching
192168510 1 forwarder | www.ripe.net A?
(recursive) | < _ gtld-server
(/ Ask ripe server @ ns.ripe.net (+ glue)

Add to cache www.ripe.net A ?

192.168.5.

ripe-server
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DNS Vulnera‘bllltles

Corrupting data

Zone administra/'m/

>—|Caching forwarder

Zone file master
[
Dynamic
updates slaves

Server

DATA
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The Problem

« DNS data is too readily changed, removed or
replaced between the “server” and the “client”.

« This can happen in multiple places in the DNS

architecture
— Some places are more vulnerable than others

— Vulnerabilities in DNS software make attacks easier (and
software will never stop being at risk)
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Secure DNS Query and Response
(simple case)

myhost.example.com Local Server

End-user myhost.example.com = \
192.0.2.1

Plus signature for myhost.example.com

example.com Server

Attacker can not forge this answer without the
associated private keys.
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How Does DNSSEC E nd DN’?

« DNSSEC adds four new record types:
— DNSKEY - carries public key
— RRSIG - carries signature of DNS information
— DS - carries a signed hash of key

— NSEC (NextSECure ) - signs gaps to assure non-
existence

« Working on one more, NSEC3

— “DNSSEC Hashed Authenticated Denial of
Existence”. This would provide privacy
enhancement.
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