CSC249	HW 10: Chapter 8 Solutions	Dec. 3, 2012
Problem 8

Given:  p = 5, q = 11

a) n = p*q = 55, 
z = (p-1)(q-1) = 40
b) e = 3 is a good option since it is less than n and has no common factors with z.
c) d = 27
d) Show encrypting and decrypting a short word or letter, where the ‘key’ (n, e) is used to encrypt and (n, d) to decrypt:

To encrypt a bit pattern, m, we use the algorithm:   where ‘c’ is the cipher text

To decrypt the bit pattern we use: 

ENCRYPT ‘j’:

j = 10:   so send ciphertext, c:  10

Receive ‘10’ and decrypt: 

Note that it is just random luck (or bad luck) that I selected to send ‘j’ = 10 and the message and ciphertext ended up being equal to each other. This is just coincidence.

Also – stack overflow using 1027 is a problem – don’t worry about it for this problem.




Problem 17
Figure 8.19 from text that does not show all three: confidentiality, integrity and authentication. Your task is to show all three
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From class slides, we have the figure for Alice that does show all three elements:

[image: ]
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Augmented figure for confidentiality, integrity and authentication
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 Operations performed by Bob for confidentiality, integrity, and authentication with PGP. Note that a MAC, with the shared secret is not used here for message integrity? Why isn’t this needed? (Think about when messages are and are not needed to be encrypted, and thus the need for (or not) the MAC.)
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