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Outline 
• Define the penetration test 

– also called a pen test and “ethical hacking” 

 

• Talk about legal issues 

 

• Set some boundaries…goals 

 

• Talk about when things go bad 

 

• Walk through the major pen test steps 

 

• Introduction to some tools 
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Types of Security Assessments 
Vulnerability scanning: 

Focuses on known weaknesses 

Can be automated  

Does not necessarily require expertise  

Penetration testing: 

Focuses on known and unknown weaknesses 

Requires highly skilled testers  

Carries tremendous legal burden in certain countries/organizations 

IT security auditing: 

Focuses on security policies and procedures 

Used to provide evidence for industry regulations  
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 Why Does Network Security Fail? 

Network security fails in several common areas, including: 

Human awareness  

Policy factors  

Hardware or software misconfigurations  

Poor assumptions  

Ignorance  

Failure to stay up-to-date  
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 Understanding Defense-in-Depth 
Using a layered approach: 

 Increases an attacker’s risk of detection  

Reduces an attacker’s chance of success 

Security policies, procedures, and education Policies, procedures, and awareness 

Guards, locks, tracking devices Physical security 

Application hardening Application 

OS hardening, authentication,  
security update management, 
antivirus updates, auditing 

Host 

Network segments, NIDS Internal network 

Firewalls, boarder routers, VPNs 
with quarantine procedures 

Perimeter 

Strong passwords, ACLs, 
backup and restore strategy 

Data 
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Why Perform Penetration Testing? 

Security assessments can: 

Answer the questions “Is our network secure?” and 
“How do we know that our network is secure?” 

Provide a baseline to help improve security 

Find configuration mistakes or missing  
security updates 

Reveal unexpected weaknesses in your  
organization’s security 

Ensure regulatory compliance 
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What is it? 

• Penetration Test: 

– Identifying vulnerabilities of a particular system, 

application, network, or process 

 

– Exploiting those vulnerabilities to demonstrate that the 

security mechanisms can and will fail 

 

– The good guys usually get some small piece of proof and 

exit as quietly as they came 
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 Using Penetration Testing to Assess Network Security 

Steps to a successful penetration test include: 

Determine how the attacker is most likely to go about attacking a 
network or an application  1 

Determine how an attacker could exploit weaknesses 3 

Locate assets that could be accessed, altered, or destroyed  4 

Locate areas of weakness in network or application defenses  2 

Determine whether the attack was detected  5 

Determine what the attack footprint looks like  6 

Make recommendations  7 
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Legal Issues Before You Start 

• First, can you do what you want to do where you want to 
do it? 
– Is a war-dial legal against your own systems when going 

through a central office? 

 

• Make sure you are protected with a “Letter of 
Authority”.   
– Protect yourself with a “Get out of jail” type letter.  More to 

come. 

 

• Encrypt your data.  You don’t want to be liable if your 
data is compromised. 
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More Lawyer Speak 
• Watch, and throttle if necessary, your generated 

network traffic…Think stealth and covert. 

 

• Think through your actions before doing them. 

 

• Run these tools at your own risk.  I am not responsible 
– Test them on a stand-alone network with a network sniffer and 

review the source code 

– Obtain tools from the source 

– Verify checksums from multiple sources when applicable 

 

• Log all of your actions 
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Why Do You Want a Pen-Test? 

• If you want to measure risk, think about an assessment 
which will give you a better review of the current security 
mechanisms. 

 

• A penetration test is used to show where security fails. 

 

• Can test intrusion detection and incident response 

 

• Can be used to justify the need for an upgrade, bigger 
budget, or to validate risk assessments. 
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What are your boundaries? 

• Be as aggressive as you can and work to be creative.  
Now is when you can use the “thinking out of the box” 
classes that we’ve taken. 

 

• Don’t get tunnel vision 

 

• Are you going to do physical penetrations? 

– Actually trying to break-in, vs 

– Wandering where you shouldn’t 

 

• What about “social engineering”? 
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More Boundaries to Consider 

• Application Service Providers (how can you use them?) 

 

• Externally hosted resources 

 

• Non-company equipment 

 

• All need to be addressed with each customer and agree 
upon. 
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Coordinating Activities 
• Identify activities, persons, processes, events that could 

affect the penetration test 

 
– Network quiet time 

– Major upgrades 

– Layoffs 

– Strikes 

– Administrator’s day off 

– Late at night when the NID monitoring staff is sleeping 

 

• Your advantage? 
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What’s your perspective? 

• Before proceeding, decide what perspective your 

team will take during the exercise. 

 

• What will the initial level of access and the amount of 

information be? 

– Outsider with no previous knowledge 

– Outsider with insider knowledge (with an inside partner or 

former insider) 

– Low level insider (end-user) 

– High level insider (system or network administrator) 
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The Pen Test Team 
• The best team “enjoys” their particular area of 

expertise…Its more than just a job to them. 

• Because of the level of communication and coordination 
that is required, smaller teams work better. 
– Small is relative compared to the target, but 2 – 3 core people 

should suffice 

– Pull in experts as needed, i.e, BGP router expert, LDAP pro, etc. 

• It’s best to get the testers into a separate conference 
room, spare office, etc to collaborate with minimal 
distractions 

• I’ll take a person with stronger ethics over a person with 
strong technical skills. 
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Penetration Testing Methodology 

• Let’s walk through the following major steps of a pen-test: 

– Recon / Foot printing 

– Scanning 

• Enumeration 

– Exploiting / Penetrating 

• Privilege escalation as required 

– Data collection aka “limited pillaging” 

– Cleaning-Up 

– Prepare & Deliver Report / Presentation 
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Planning a penetration test 
Project phase Planning elements 

Pre-assessment 

Scope 

Goals 

Timelines 

Ground rules 

Assessment 

Choose technologies 

Perform assessment 

Organize results 

Preparing results 

Estimate risk presented by discovered weaknesses 

Create a plan for remediation 

Identify vulnerabilities that have not been remediated  

Determine improvement in network security over time 

Reporting your findings 

Create final report 

Present your findings 

Arrange for next assessment 
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Understanding the Test Scope 
Components Example 

Target 

All servers running: 

Windows 2000 Server 

Windows Server 2003 

Target area 

All servers on the subnets: 

192.168.0.0/24 

192.168.1.0/24 

Timeline 
Scanning will take place from June 3rd to June 10th 

during non-critical business hours 

Vulnerabilities to scan 

for 

RPC-over-DCOM vulnerability (MS 03-026) 

Anonymous SAM enumeration 

Guest account enabled 

Greater than 10 accounts in the local Administrator 

group 
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Understanding the test Goals 
Project goal 

All computers running Windows 2000 Server and Windows Server 2003 on 

the subnets 192.168.0.0/24 and 192.168.1.0/24 will be scanned for the 

following vulnerabilities and will be remediated as stated 

Vulnerability Remediation 

RPC-over-DCOM vulnerability  

(MS 03-026) 

Install Microsoft security updates  

03-026 and 03-39 

Anonymous SAM enumeration 

Configure RestrictAnonymous to: 

 2 on Windows 2000 Server 

 1 on Windows Server 2003 

Guest account enabled Disable Guest account 

Greater than 10 accounts in the 

local administrator group 

Minimize the number of accounts on 

the administrators group 
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Developing a methodology 
• Work on establishing your own methodology using pre-

existing methodologies as guides: 

– SANS (http://forensics.sans.org/) 

– Institute for Security and Open Source Methodologies 

(ISECOM 

http://www.isecom.org/research/toolsandtemplates.shtml) 

– Common Criteria (or Nessus http://www.nessus.org/nessus/) 

• Complete a rough draft of your methodology before 

starting and finalize after your first penetration test. 

• Your methodology should be a living document. 
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Reconnaissance & Foot printing 

• Look, but don’t touch. 

• This is a lot of web-based searching and reviewing. 

• Fire-Up the Browser and review: 
– Monster/HotJobs/Dice, etc. 

– All Whois (www.allwhois.com) 

– ARIN Whois (www.arin.net) 

• Or APNIC, Ripe Whois, LAPNIC 

– Sam Spade Microsoft Windows application 

– Sam Spade.org 

– US SEC’s Edgar database 

(http://www.virtualchase.com/video/edgar2/edgar2.html) 
 

 

 

http://www.virtualchase.com/video/edgar2/edgar2.html
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Information Reconnaissance Techniques 

Common types of information sought by attackers include: 

System configuration  

Valid user accounts  

Contact information  

Extranet and remote access servers  

Business partners and recent acquisitions or mergers  

Information about your network may be obtained by: 

Querying registrar information  

Determining IP address assignments  

Organization Web pages  

Search engines  

Public discussion forums  
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Countermeasures Against Information 
Reconnaissance 

Only provide information that is absolutely required to 
your Internet registrar  

Review your organization’s Web site content regularly 
for inappropriate information 

Create a policy defining appropriate public discussion 
forums usage  

Use e-mail addresses based on job roles on your 
company Web site and registrar information 

 

 

 

 
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What Information Can Be Obtained by Port Scanning? 

Port scanning tips include: 

Start by scanning slowly, a few ports at a time  

To avoid detection, try the same port across  
several hosts (horizontal scan) 

Run scans from a number of different systems, 
optimally from different networks  

Typical results of a port scan include: 

Discovery of ports that are listening or open  

Determination of which ports refuse connections 

Determination of connections that time out 
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Port Scans 
• Vertical Scans 

– A port scan that targets several destination ports on a single host. 

– Naively executed, this scan is among the easiest to detect because only 

local (single-host) detection mechanisms are required. 

• Horizontal Scans 

– A port scan that targets the same port on several hosts. Most often the 

attacker is aware of a particular vulnerability and wishes to find 

susceptible machines. 

– One would expect to see many horizontal scans for a particular port 

immediately following the publicizing of a vulnerability on that port. 

• Block Scans 

– Combine vertical and horizontal scanning styles into large sweeps of the 

address-port space.  

 
26 
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Port-Scanning Countermeasures 

Port scanning countermeasures include: 

 

 

 

 

Implement defense-in-depth to use multiple layers  
of filtering 

Plan for misconfigurations or failures 

Run only the required services 

Implement an intrusion-detection system 

 

 

 

 

Expose services through a reverse  
proxy 

 
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What Information Can Be Collected 
About Network Hosts? 

Types of information that can be collected using 

fingerprinting techniques include: 

IP and ICMP implementation  

TCP responses  

Listening ports  

Banners  

Service behavior  

Remote operating system queries  
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Countermeasures to Protect Network Host Information 

Fingerprinting source Countermeasures 

IP, ICMP, and TCP 

Be conservative with the packets that you allow to reach 

your system 

Use a firewall or inline IDS device to normalize traffic 

Assume that your attacker knows what version of 

operating system is running, and make sure it is secure 

Banners 

Change the banners that give operating system 

information 

Assume that your attacker knows what version of 

operating system and application is running, and make 

sure it is secure 

Port scanning, 

service behavior, and 

remote queries 

Disable unnecessary services 

Filter traffic coming to isolate specific ports on the host 

Implement IPSec on all systems in the managed network 
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The Web:  A little bit deeper 
 Here’s a Google search on “enable secret”.  The poster has masked 

the first two octets of his IP address. 

 

But has left 
his company 
name in his 
e-mail! 



CSE468/598  Computer Network Security 

 

 

Arizona State University 31 

More web resources 
 And again, another Google Search 
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Netcraft also has good info 
• Starting out lightly 

• Check Netcraft for information 
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Trace route also gives info 

 Visual Traceroute 

gives NO useful info 

over command-line 

traceroute (and 

shouldn’t work 

internally), but looks 

really cool. 
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Last external recon web-site 
• Sam Spade:  Web site provides 

some level or anonymity. 

 Client works 

just as well. 
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Internal resources are valuable! 

• Does your target company have an internal search engine? 

– Searches on things like “SAP”+”security” or “config” or “setup” 

can divulge great information. 

 

• What about inventory or asset management systems that 

provide automated data collection? 

– May be able to extract inventory and configuration information. 
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Almost ready. 

• You must have a log-book of every activity that 

everybody does 

– Electronic or manual, just include the basics of who, what, when, 

and how. 

 

• Linux “script <filename>” command is a great tool to 

save your logs for each terminal session.  Control-D exits 

and I use a convenient (but long) filename such as 

exchpt.gm.2003mar04. 

 

• Plan your efforts and communicate continuously with 

team members.  
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Murphy’s Law 
• Everything that goes wrong on the target host, 

network, or on the Internet from two weeks before 

you plug in to two weeks after you submit the report 

will be your fault. 

 

• Document everything! 
 

 Can you script operations to 

increase efficiency and reduce 

errors? 
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Physical Penetrations 

• As you enter through the loading dock, you don’t want to 
encounter the summer hire black-belt student who’s 
watched COPS too many times. 

• This is really why it is called the “get out of jail” letter. 
– Make sure it is in your pocket. 

• Plan and practice what you will do in the facility.  Know 
what your “story” will be if questioned so the whole 
team gives the same answer.  

• Most times the guards will hold the door open for you. 
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Why do I want to get access? 
• Install sniffer on server or administrators network 

• Have console access (local exploits or maybe 

there is no PW protected screen saver). 

• Grab documents, configurations, any other 

documentation 

• Grab back-up tapes or other media for review 

• Make your own back-up 
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Social Engineering 
• The gentle art of deception, misrepresentation, and 

persuasion to get somebody to do something. 

 

• Sometimes it’s just asking the right question to the right 
person and sometimes, it’s setting an elaborate plan into 
action. 

 

• Check out Kevin Mitnick’s book “Art of Deception” for 
more information on Social Engineering and Ira 
Winkler’s book “Corporate Espionage” if you can find it. 
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Reviewing your traffic 
 Snort output in sniffing mode.   

 Snort is great as it can be used to trigger 

alarms as required. 

Let’s you  
know when 
the target 
starts to 

fight back! 
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Simple Reviewing / Logging 
 Using TCPDump, you can review the data that you 

send and receive. 

 Not as easy to set alerts. 
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Firewalls are not your friend 

• Watch firewalls between you and the target 
– Unless it is part of your test, relocate. 

• For example, to attack machines on the perimeter, get a raw 
Internet account through an ISP. 

 

– Make sure you disable your personal firewalls on your machines 

 

• Note:  you may also have to disable anti-virus software 
depending on what tools you are using. 
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Making some noise 

• Key Point:  Balance your noisy scans with your 
desired level of stealth 

• Firewall type could provide information into what types 
of scans are best suited 

• Firewalk is a great tool to use specifically crafted 
packets to locate targets behind a firewall. 

• Nmap can be used to perform any number of types of 
port scans. 

• Any tool can set off IDS or an alert administrator.  Use 
VERY Carefully 

• Use only the tools you NEED 
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Scanning 

• SNMP (Simple Network Management Protocol) can 

give information 

– Linux has “snmpwalk” built in 

– Can also use tools to walk the MIB (Management Information 

Base) and get configuration, routing, or other information. 

 

• Other tools such as Nmap and Nessus as well as many 

other tools are great choices. 

 

• Other specific tools such as SQLPing, WebProxy, etc 

will help. 
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SNMP Basics 
• SNMP consists of three key components: 

– Managed devices 

• A node that has an SNMP agent and resides on a managed network. 

• These devices can be routers and access servers, switches and bridges, 

hubs, computer hosts, or printers. 

– Agents 

• A software module residing within a device. 

• This agent translates information into a  

compatible format with SNMP. 

– Network-management system (NMSs) 

• Monitoring applications. 

 
46 
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MIB & OID 
• MIB (Management Information Base) 

– MIBs are a collection of definitions which define the properties of the 

managed object within the device to be managed (such as a router, switch, etc.)  

– Each managed device keeps a database of values for each of the definitions 

written in the MIB. As such, it is not actually  

database but implementation dependent.  

– Each vendor of SNMP equipment has an  

exclusive section of the MIB tree structure  

under their control.  

• OID (Object Identifiers)  

uniquely identify managed  

objects in a MIB  

hierarchy. 

 47 
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Nmap (Network Mapper)  
• Nmap is a security scanner, used to discover hosts and 

services on a computer network.  

• To accomplish its goal, Nmap sends specially crafted 
packets to the target host and then analyzes the responses 

http://www.insecure.org/
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Nmap – options  

 

49 
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Nmap – more options 

 

50 
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Nmap – output options 

 

51 
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Nmap – Examples  

• For OS detection: nmap -O <target domain or IP address>  

• For version detection:  nmap -sV <target domain or IP address>  

• For configuring response timings (-T0 to -T5 :increasing in 

aggressiveness): nmap -T0 -sV -O <target domain or IP address>  

• For SYN-stealth scanning by sending TCP packets with the SYN flag set: 

   nmap -sS -p <port of target> <IP address of target> 

52 



CSE468/598  Computer Network Security 

 

 

Arizona State University 

Zenmap – GUI of Nmap  

 

53 
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Foundstone’s Windows App: 
• SuperScan:  Microsoft Windows GUI 
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Nessus, The Champ 
• Nessus is a proprietary comprehensive vulnerability scanner which 

is developed by Tenable Network Security.  

• It is free of charge for personal use in a non-enterprise environment. 

• It begins by doing a port scan with one of its four internal port 

scanners to determine which ports are open on the target and then 

tries various exploits on the open ports.  

• The vulnerability tests, available as subscriptions, are written in 

NASL (Nessus Attack Scripting Language), a scripting language 

optimized for custom network interaction. 

• On UNIX, it consists of nessusd which does the scanning, and 

nessus client which controls scans and presents the vulnerability 

results to the user. 
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Port Scanners in Nessus 
• TCP Scanner 

– It sends sequence of packets to initiate a full  

TCP connect to the target hosts, completing  

the TCP three-way handshake each time. 

• SYN Scanner 
– It behaves a bit differently and simplifies the process by sending packets 

and waiting for a response, but not initiating the full three-way handshake.  

• UDP Scanner 
– It will generate UDP packets and send them to the target. 

• Netstat Port Scanner 
– a more reliable way to enumerate open  

ports on a given host is to login to the  

system and execute a command that shows all open TCP and UDP ports.  

56 



CSE468/598  Computer Network Security 

 

 

Arizona State University 

Nessus – Installation 

• Download Nessus-5.2.6-ubuntu1110_i386.deb from 
www.tenable.com/products/nessus/select-your-operating-system. 

• Run “sudo dpkg –i Nessus-5.2.6-ubuntu1110_i386.deb” to install 

Nessus. 

• Start Nessus daemon by running “sudo /etc/init.d/nessusd start”  

• Go to https://localhost:8834 for first time configuration. 

• Follow the step to configure your Nessus scanner. 

• You need to get an activation code by subscribing the Nessus 

Home plug-in feed from www.tenable.com/products/nessus-home 

 

57 

http://www.tenable.com/products/nessus/select-your-operating-system
http://www.tenable.com/products/nessus/select-your-operating-system
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http://www.tenable.com/products/nessus-home
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Start to Scan 

• Setup a policy 

– Policy name, Visibility, scan type, 

authentication information 

• Setup a scan 

– Scan name, policy, targets, etc… 

• Launch the scan (take times…) 

 

58 
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Scanned Result from Nessus 
 Review of results through Nessus GUI 

Output 
Options: 
•Text 
•HTML 
•XML 
•CSV 
•SQL 
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Some pen testing tools 
• This list is not meant to be all inclusive, but to give some 

examples of tools that you’ll need. 

• Firewalk is a great tool to determine hosts behind a 

firewall. 

• NetCat (www.atstake.com) offers NT and Linux versions. 

• Small and simple, yet incredibly powerful. 

• Get NetCat on a Microsoft Windows box and type: 

– nc –L –p 53 –e cmd.exe  

• Run NetCat in Listen mode, on port 53, and execute cmd.exe. 
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The tools – Netcat Session 
 Simple Netcat connection between a Linux and Microsoft 

Windows machine. 

Add 
Foundstone’s 

FPipe and 
redirect 

traffic…In one 
port, out a 
different 
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“dsniff” – The “snarf” tool 
• dsniff is a great tool which acts as a man in the middle 

(or as Dug Song says, “monkey in the middle”) to sniff 

network traffic and easily grab URLs, WWW, POP3, 

Oracle passwords and a lot more including SSH and 

HTTPS sessions. 

 

• dsniff uses ARP spoofing to impersonate the gateway 

 

• Mitigates the protection of a switch 
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Ettercap 
Similar to dsniff, Ettercap seems to be a little bit more 

versatile and up to date. 

 

Great tool to 
reconstruct 
sessions. 
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Windows Password Utilities 
PWDump2:  Dumps the one-way hashes from the 

SAM Database which can be imported to 

L0phtCrack or John The Ripper 
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DumpSec  
Another great tool for reviewing permissions, group 

memberships and lots of registry info. 

 

Pwdump3:  
Does a great 

job at 
grabbing the 

password 
hashes 

remotely. 
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A great brute force tool 
 Hydra is a great parallel login brute forcer 

 Brutus is another great tool 
 Samba, 

FTP, POP3, 

IMAP, 

Telnet, 

HTTP, Auth, 

LDAP 

NNTP, VNC, 

ICQ, 

Socks5, 

PCNFS, 

Cisco and 

more. 
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WWW Scanners 

• Whisker V2.1(www.wiretrip.net, CGI scanner) 
– Detect running web server, perform brute force on http auth. 

• Nikto V2.03 (web server vulnerability scanner) 

• WebSleuth has a free version along with their paid 
version 

• Check out Open Web Application Security Project 
(www.owasp.org).  Tools like WebGoat, WebScarab, 
and VulnXML are great. 

• Nikto Command Line: 
– ./nikto.pl –h www.target.com –o nikto.out 

 

http://www.wiretrip.net/
http://www.cafeshops.com/cp/prod.aspx?p=niktoswag.2579287
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Sample Nikto Output 
 Review of results.  Some good information which 

needs to be reviewed. 
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Getting in through the Web 

• Best way is still going to include: 
– Mirroring of web-site 

• Search for comments, passwords, hidden fields 

– Manual Manipulation of web-site including cookies, input, etc 

– Recommend use of Achilles, the web-proxy, available at:  
www.packetstormsecurity.org 

• This tool allows you to intercept and modify session data between 
server and client 

– An alternate web-proxy which allows you to intercept and view all 
traffic between server and client is Proxomitron which can be 
found at www.proxomitron.org.  
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Finding Vulnerabilities by System 

• You may not find all vulnerabilities through  
system scanners 

• Check out web-sites such as: 

– Common vulnerabilities and exposures (CVE), Mitre Corp 
• http://cve.mitre.org 

– Open source vulnerability database (OVSDB), NIST 
• https://nvd.nist.gov 

– www.microsoft.com/security 

– www.redhat.com/solutions/security/news/ 

– www.ntbugtraq.com 

– www.cvedetails.com 
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Common Vulnerability Scoring System 

• CVSS is an open framework that provides 

– Standardized Vulnerability Scores 

• When an organization normalizes vulnerability scores across all of its 

software and hardware platforms, it can leverage a single vulnerability 

management policy. 

– Open Framework 

• With CVSS, anyone can see the individual characteristics used to 

derive a score. 

– Prioritized Risk 

• Users know how important a given vulnerability is in relation to other 

vulnerabilities. 
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CVSS metrics 
• CVSS is composed of three metric groups:  

– Base: represents the intrinsic and fundamental characteristics of a 

vulnerability that are constant over time and user environments. 

– Temporal: represents the characteristics of a vulnerability that change 

over time but not among user environments. 

– Environmental: represents the characteristics of a vulnerability that are 

relevant and unique to a particular user's environment. 

72 

See http://www.first.org/cvss/cvss-guide.html 

http://www.first.org/cvss/cvss-guide.html
http://www.first.org/cvss/cvss-guide.html
http://www.first.org/cvss/cvss-guide.html
http://www.first.org/cvss/cvss-guide.html
http://www.first.org/cvss/cvss-guide.html
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Exploitation 
• So where do you find the vulnerabilities? 

 

• Let’s say Nessus identifies an RPC Statd Format 
String Vulnerability: 

 
– Search for detailed information at 

www.securityfocus.com about “RPC Statd exploit 
code”, you are directed to: 
http://www.securityfocus.com/bid/1480/exploit 
See the code: 
http://downloads.securityfocus.com/vulnerabilities/exploits/statd-toy.c 

http://www.securityfocus.com/
http://www.securityfocus.com/bid/1480/exploit


CSE468/598  Computer Network Security 

 

 

Arizona State University 74 

Is it that easy? 
 Just about.  You’ve now got the code that you have 

to understand and compile. 
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Exploit Sites….Find your own! 

• www.packetstormsecurity.org 

• neworder.box.sk/ 

• www.securiteam.com/exploits 

• www.hoobie.net/security/exploits/ 

• www.insecure.org/sploits.html  

• www.astalavista.com/tools  

 

 

• Internet Relay Chat (IRC) Channels 

 

• Usenet Groups 
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Privilege Escalation?  Huh? 
• Privilege Escalation is used when you are able 

to get some level of access to a system, but it is 
not sufficient for what you need to do. 

• Essentially turning a system/process/user level 
account into a privileged account such as 
administrator or root. 

• An old favorite was “HK”.  Working only on 
Microsoft Windows NT up to SP6, this would 
allow you to use: 
– “HK NC –l –p 23 –t –e cmd.exe” 

• There are still a lot of tools that do similar things. 
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Not everything needs code 
• Other than the physical and social engineering work, 

there are also: 

– Configuration flaws (ie, “backupuser” is part of the 

administrators group) and the account password is in the 

.ini file 

– The web-server does not use encrypted cookies and you 

can identify the pattern which allows you to get the info you 

need 

– The system administrators password is “admin” (problem of 

default passwords, see http://www.phenoelit-

us.org/dpl/dpl.html) 

http://www.mlin.net/media/Binary.png
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I can’t write code! 
• Design Flaws 

– Web Server not appropriately protected because 
there is no firewall in front of it. 

• Logical Flaws 
– The client server application doesn’t check the 

password when the administrator logs on 

• Implementation Flaws 
– Firewall rules not set-up properly. 

• Wireless 

• Modem Scans 
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Cleaning up the mess 
• Return the system to 

the same state it was. 

• Remove all tools 

• If you don’t need to, I 

wouldn’t mess with the 

logs. 

• To fix or not fix the 

vulnerability you 

exploited.  That is the 

question! 
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Writing It Up 
• Once you’ve completed your penetration   test, it’s 

time to write it up. 
– Using the methodology that you’ve previously developed, I’d 

recommend a report similar to a Risk Assessment report: 

• Vulnerability Name 

• Business Impact (If desired) 

• Risk Level:  1 to 5, High, Med, Low, etc 

• Description:  In detail what the problem is and how you found it. 

• Corrective Action:  What must be done.  

• Group Responsible for corrective action. 

• You can find a risk assessment report template 
from NIST: 
http://csrc.nist.gov/groups/SMA/fasp/documents/risk_mgmt/RAR
_Template_FINAL.doc  

 

http://csrc.nist.gov/groups/SMA/fasp/documents/risk_mgmt/RAR_Template_FINAL.doc
http://csrc.nist.gov/groups/SMA/fasp/documents/risk_mgmt/RAR_Template_FINAL.doc
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Special Delivery 

• Get the report out no later than few days after the 

conclusion of the effort. 

 

• Before corrective actions are implemented, ensure that 

the distribution of the report is extremely limited. 

 

• Work with the customer to deliver a “non-

abrasive/abusive” report. 

– No boasting, no finger-pointing, try to sanitize the report as 

much as possible to remove the names of the guilty. 


