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CS468 — Homework Assignment 1

February 27, 2014
Bing Hao

1. An organization has a class C network 200.1.1 and wants to form subnets for four
departments, which hosts as follows: A — 72 hosts, B — 35 hosts, C — 20 hosts, D — 18 hosts.
There are 145 hosts in all.

(a) Give a possible arrangement of subnet masks to make this possible. What is the network
address, subnet mask, broadcast address, maximum number of hosts for each subnet. Please
also show the available IP address range for each subnet.

(b) Suggest what the organization might do if department D grows to 34 hosts.

Answer

a. For A — 72 hosts, the nominal subnet size is 27 , the subnet musk could be
1111212121.111112121.11111111.10000000, For this problem we only need to consider
the last byte of the IP address, thus a possible IP address assignment could be OXXXXXXX
(One subnet bit 0, seven host bits)

Possible subnets: 2* = 2 subnets

Network address: 200.1.1.0

Subnet mask: 255.255.255.128

Valid subnets: block size = 256-128=128

Broadcast address: 200.1.1.127 (next the start of subnet -1)

Maximum number of hosts: 2" —2 =126
IP address range: 200.1.1.1- 200.1.1.126

For B — 35 hosts, the nominal subnet size is 2° , the subnet musk could be
1111212111.111112121.11111111.11000000, For this problem we only need to consider
the last byte of the IP address, thus a possible IP address assignment could be 10XXXXXX
(Two subnet bits 10, 6 host bits)

Possible subnets: 22 = 4 subnets (Two subnet bits)
Network address: 200.1.1.128

Subnet mask: 255.255.255.192

Valid subnets: block size = 256-192=64

Broadcast address: 200.1.1.191 (next the start of subnet -1)
Maximum number of hosts: 2° —1=63

IP address range: 200.1.1.128- 200.1.1.190
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For C — 20 hosts, the nominal subnet size is 2° , the subnet musk could be
111121111.1111212121.11111111.11100000, For this problem we only need to consider
the last byte of the IP address, thus a possible IP address assignment could be 110XXXXX
(Three subnet bits 110, 5 host bits)

Possible subnets: 2° = 8 subnets (Three subnet bits)
Network address: 200.1.1.192

Subnet mask: 255.255.255.224

Valid subnets: block size = 256-224=32

Broadcast address: 200.1.1.223 (next the start of subnet -1)

Maximum number of hosts: 2° —1 =31
IP address range: 200.1.1.192- 200.1.1.222

For D — 18 hosts, the nominal subnet size is 2° , the subnet musk could be
1111212111.111112121.11111111.11100000, For this problem we only need to consider
the last byte of the IP address, thus a possible IP address assignment could be 111XXXXX
(Three subnet bits 111, 5 host bits)

Possible subnets: 2° = 8 subnets (Three subnet bits)
Network address: 200.1.1.224

Subnet mask: 255.255.255.224

Valid subnets: block size = 256-224=32

Broadcast address: 200.1.1.255 (next the start of subnet -1)

Maximum number of hosts: 2° —1= 31
IP address range: 200.1.1.224- 200.1.1.254

b. We could give A two subnets, the last byte of the IP address of subnets could be:
A: 0IXXXXXX (64 hosts) and 001XXXXX (32 hosts)
B:1OXXXXXX (64 hosts)
C: 000XXXXX (32 hosts)
D:11XXXXXX (64 hosts)

2. Calculate the effective throughput to transfer a 1,000KB file in the following case, assuming
a round-trip time of 100ms, a packet size of 1KB data, and an initial 2*RTT of “handshaking”
before data is sent.

(a) The bandwidth is 1.5 Mbps, and data packets can be sent continuously.

(b) The bandwidth is 1.5 Mbps, but after we finish sending each data packet, we must wait
one RTT before sending the next.

Answer
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a. Throughput = TransferSize / TransferTime
TransferTime = RTT + 1/Bandwidth * TransferSize

TransferTime 2*0.1+ (1000*2710*8)/(1.5¥1076)=5.661s
Throughput =(1000*2/10*8)/ 5.661 = 1447094.15298 bps =1.447 Mbps

b. This means we need to wait 1 RTT for first 999 packets.
TransferTime = 5.661s + 999*RTT =105.561 s
Throughput =(1000*2/10*8)/ 105.561=77604.4182984 bps=0.077 Mbps

3. Consider the network topology below:

+-—+ +-—+ +-—+ +-—+ +--+ +-—+
| HO| |HI| | H4| 1851 |H8] 1H2|
+-—+ +-—+ +-—+ +-—+ +--+ +-—+
I0 | EO I1 | E1 I4 | E4 15 | E5 18 | E8 19 | ES
I I I I | |
I I I I | |
e +-+ Fotmmmmmmmm e +-+ et +
LAN 1 I I LAN 2 | | LAN 3
| p+-—+13 | | I6 +-—-+ I7 |
+----] ¢ |---—+ +----| R |---—+
E2 +--—+ E3 E6 +--—+ E7

G is a gateway.

Ris an IP router.

HO, H1, H4, H5, H8 & H9 are hosts.

10 ~ 19 are 32-bit IP addresses, as shown.

EO ~ E9 are 48-bit Ethernet MAC addresses, as shown.

Suppose host H4 sends an IP packet to host H9. This packet will, of course, be encapsulated in

an Ethernet frame.

(a) What are source and destination Ethernet addresses in the Ethernet header of the frame

when it traverses on LAN 2?

(b) What are source and destination IP addresses in the IP header of the packet when it

traverses on LAN 2?

(c) What are source and destination Ethernet address in the Ethernet header of the frame

when it traverses on LAN 3?

(d) What are source and destination IP address in the IP header of the encapsulated packet

when it traverses on LAN 3?

Suppose host H1 wants to talk to H9 and H1 has never connected to H9 before.

(e) What H1 will do and what protocol will be used?
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(f) How many machines will get this message and who they are?

(g) What address information (source/destination MAC and source/destination IP) in the
protocol header of the packet when it traverses on LAN 1?

(h) What address information (source/destination MAC and source/destination IP) in the
protocol header of the packet when it traverses on LAN 2?

(i) What address information (source/destination MAC and source/destination IP) in the
protocol header of the packet when it traverses on LAN 3?

(j) What H9 will do when it receive the packet? What message it will reply and to whom?
Please describe the details.

Answer

a. Source:E4
Destination: E6
b. Source:l4
Destination: 19
c. Source:E7
Destination: E9
d. Source:l4
Destination: 19
e. H1 noticed the H9 is not in its subnet, thus H1 needs to use the ARP protocol to get the
MAC address E2 of G by using the IP 12. The data packet which need to be transferred to
H9 will be sent to E2 of G, G will do the following transmission.
f. HO, G, R, H9 will get this message.
g. MACsource: E1
MAC destination: E2
IP source: 11
IP destination: 19

h. MAC source: E3
MAC destination: E6
IP source: 11
IP destination: 19

i. MACsource: E7
MAC destination: E9
IP source: 11
IP destination: 19

j. Ifthe UDP protocol is used, the H9 will do nothing after it received the packet. If the TCP
protocol is used, an ACK message will be replay to H1. Since H1 is not in the same
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subnet of H9, thus the ACK message will be sent to E7 of R, R will send it to E3 of G

according to the routing table, finally E2 of G will send the ACK message to the E1 of H1.

4. For the network given below, give global distance-vector tables when
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(a) Each node knows only the distances to its immediate neighbors.

(b) Each node has reported the information it had in the preceding step to its immediate

neighbors.

(c) Apply (b) again.
Answer
a.
A B C D E F
A 0 Infinity 3 8 Infinity Infinity
B Infinity 0 Infinity Infinity 2 Infinity
C 3 Infinity 0 Infinity 1 6
D 8 Infinity Infinity 0 2 Infinity
E Infinity 2 1 2 0 Infinity
F Infinity Infinity 6 Infinity Infinity 0
b.
A B C D E F
A 0 Infinity 3 8 4 9
B Infinity 0 3 4 2 Infinity
C 3 3 0 3 1 6
D 8 4 3 0 2 Infinity
E 4 2 1 2 0 7
F 9 Infinity 6 Infinity 7 0
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5. For the network given in question 4, show how the link-state algorithm builds the routing
table for node D.

Answer
Step Confirmed Tentative
1 D (0,-)
2 D(O0, -) A(8,A) E(2,E)
3 D(O, -), E(2, E) A(8, A), C(3, E), B(4, E)
4 D(O, -), E(2, E), C(3, E) A(6, E), B(4, E), F(9, E)
5 D(O, -), E(2, E), C(3, E), B(4, E) A(6, E), F(9, E)
6 D(0, -), E(2, E), C(3, E), B(4, E), | F(9, E)
A(6, E)
7 D(0, -), E(2, E), C(3, E), B(4, E),
A(6, E),
F(9, E)

6. Consider three common network commands: ping, traceroute and nslookup,

(a) Give out when you want to use these three commands, what information you might get
from these commands, and how they work. Please give your answer based on captured
packets using Wireshark for each command.

(b) I cannot access a remote machine (The machine’s name is “boy”, actually it is timeout
when | use the command “ping boy”). Then you might derive the conclusions that the
problems are 1) the name server is down, 2) the intermediate nodes is down, 3) the remote
machine “boy” is down. Give your investigations that support your conclusion, specify clearly
what command you use and what possible results that make you derive the conclusion.

Answer
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ano [\ “Wi-Fi; 0 [Wireshark 1.10.5 (SVN Rev 54262 from (trunk-1.10)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help

cOAMA BN XS \-r-ra»T_k[_|—’l QF FPE % H

Filter: | _I Expression...
No. | Time [Sunrr.c |FIOID:DII LGqlhl Infa s
1 0. 000000000 192,168.1.8 192. 168.1.1 S 70 Standard query Ox31f4 A google.com
2 0.014415000 192.168.1.1 192.168.1.8 DNS 246 Standard query response Ox31T4 A 74.125.224.100 A 74.125.224.101 A 74.125.224.102
3 0.015243000 192,168.1.8 74.125.224. 100 (<. 3 98 Echo (ping) request id=Dx3cDe, seq=0/0, ttl=64 (reply in 4}
Li 1 ping ply. id=x3cOe, seg=0/0, ttl=5) [request in 3}
5 1.016301000  192.168.1.8 74.125.224. 100 o 98 Echo (ping) request 1d=0x3ce, seqsl/256, ttl=6d (reply in 6}
6 1.041696000 74,125,224, 100 192,168.1.8 e 98 Echo (ping) reply  id=0xJcDe, seq=1/256, ttl=55 (request in 5
7 2.016728000 192.168.1.8 74,125,224, 100 e 98 Echo (ping) request id=0x3cOe, seq=2/512, ttl=64 (reply in B)
B 2. 040064000 74.125.224.100 192,168.1.8 jld, 98 Echo (ping) reply id=0x3cOe, seq=2/512, ttl=35 (request in 7)
9 3.017995000 192.168.1.8 74.125.224.100 (e, 4 98 Echo (ping] request 1d=Ox3cOe, seq=3/768, ttl=64 (reply in 10)
10 3.040256000 74.125.224. 100 192.168.1.8 i, 98 Echo [ping) reply id=0x3cOe, s0q=3/768, ttl=55 (request in 9)
+ B =S S — )

Interface id: ©

Encapsulation type: Ethernet (1)

Arrival Time: Feb 28, 2014 05:00:40.949464000 MST

ITime shift for this packet: 0.000000000 seconds]

Epoch Time: 1393603240.949464000 seconds

[Time delta from previous captured frame: 0.022633000 seconds]
[Time delta from previous displayed frame: 0.022633000 seconds)
[Time since reference or first frame: 0.037676000 seconds]

— -

© * [Frame (frame), 98 bytes {Packets: 22 - Displayed: 22 (100.0%) - Dropped: 0 (0.0%) {Profile: Default

Ping is a computer network administration utility used to test the reachability of a host on an

Internet Protocol (IP) network and to measure the round-trip time for messages sent from the

originating host to a destination computer. According to above screenshot of ping google.com,
at first, the URL google.com was translated to IP address by the DNS, and then my computer
sent echo request, the google.com replied the request one by one. That every request was
replied means the connection quality is good and the RTT could be calculated based on the
ICMP packet.

ano [\ “Wi-Fi; 0 [Wireshark 1.10.5 (SVN Rev 54262 from (trunk-1.10)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help

cOAMA BN XS \v-‘-r“vT_k[_G CRCRL Wl 8. -

Filter: | Expression...
o. | Time [Sanr:c I |Prom:nl| LGqlhl Infa I 2
1 0. 000000000 fe80: :d0e2: 42bF: 1che: 4661 1102::1:2 DHCPYE 151 Solicit XID: Oxc10e25 CID: D00100011614101160dB19cetTac
3 0.128971000 192. 168 1 192,168.1.8 DNS 246 Standard query response 31d7 A 74.125.224.168 74,125.224,169 A 74.125.224.174 A

000 ] 168.1.1 andard query Oxdb2l PTR L1
132594000 : 192. 168. 1 standard query respanse ﬂxdb)] vm DOWRT

= Frame 2: 78 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface O
Interface 1d: © m
Encapsulation type: Ethernet (1)
Arrival Time: Feb 28, 2014 09:05:32.971926800 MST
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1303603532.971926000 seconds
[Time delta from previous captured frame: 0.115226000 seconds)

€ = -
0000 ab f3 cl f3 6d 19 b8 e8 56 1f dd4 5 08 00 45 00 ceeoi.. V.V E
0010 00 383 a3 44 00 00 ff 11 95 16 cO a8 01 68 cO ag 8.0...
0020 01 01 f5 b0 00 35 00 24 40 cd 31 d7 01 00 00 61 ERTE
©030 00 00 DO 00 00 BO 06 67 6f 6f 67 6c 65 03 63 6f g vogle. co
0040 6d 00 00 OL 00 01 i
@ *[File: “jvar/folders/x2 /gkkrb... {Packets: 79 - Displayed: 79 (100.0%) - Dropped: 0 (0.0%) {Profile: Default

traceroute is a computer network diagnostic tool for displaying the route (path) and measuring
transit delays of packets across an Internet Protocol (IP) network. The history of the route is

recorded as the round-trip times of the packets received from each successive host (remote



CSE 468 Name: Bing Hao Computer Networks Security (2014 Spring) | 2014

Home Page: http://uniteng.com
node) in the route (path); the sum of the mean times in each hop indicates the total time spent

to establish the connection. Above screenshot shows the traceroute tool finding out the route
from my computer to google.com.

ann s "Wi-Fi: en0  [Wiseshark 1.10.5 (SVN Rev 54262 from Jtrunk-1.10)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help
0O 4 M X2 asédwFrERQaaN @0E % 8
Filter | jFxplessmn...
No. |T|me |Suurcc |L}eslmauun |Pro:o(ol!Lenglh!InFo .
1 0. 000000000 192, 168. 1.8 192, 168, 1.1 DNS 70 Standard query Ex6238 A google.com D
+ "B
P OINTErnet Frotocol Version 4, Srel IWZOIBEL LD (192, 168 1.1, DST! IWZ 1bH. 1. ¥ (192 164 1.8}
= User Datagram Protocol, Src Port: domain (53}, Dst Port: 50239 (50239)
Source port: domain (53) *
Dy on port: 56239 (50239)
Le 212
b Checksum: Oxa3Sh [validation disabled)
= Domain Mame System (response)
001937000 seconds)
on 10: 0x6238 Y
b Flags: 0xB180 Standard query response, No error
Questions: 1
[
P google.com: type A, class IN
= Answers
b google.com: type A, class IN, addr 74.125.224.167
b google.com: type A, class IN, addr 74,125, 224.186
P google.com: type A, class IN, addr 74.1. 4. 165
b google.com: type A, class IN, addr 74.125.224.164
b google.com: type A, class IN, addr 74.125.224.163
o : ]
Y e IR VYT Yo BT :
0010 E
0020 |
0030
6040
0050
0060
o070
:_-."[Framc (frame), 246 bytes |Pa|:kcts 3 - Displayed: 3 (100.0%) - Dropped: 0 (0.0%) :|Prc|I'|Fe Default

nslookup is a network administration command-line tool available for many computer operating
systems for guerying the Domain Name System (DNS) to obtain domain name or IP address

mapping or for any other specific DNS record. Above screenshot shows the result of command
nslookup google.com. A standard query was sent to the DNS server, and then a standard query
response was sent back with google.com’s IP address.

b. If the operating system was assigned with a wrong DNS, the following message will be
returned when make a ping query:
tsllsersneil?ping google.com

ing reqguest could not find host google.com. Please check the name and try again

Therefore, the timeout problem could not be caused by the name server down.

If the ping boy returns timeout, we need to use traceroute tool to dig in the problem. If
the traceroute could not reach the boy’s IP which returned by DNS query, then the
problem should be the intermediate nodes down. Otherwise, the problem is the remote
machine “boy” down.

7. Mixed questions:

(a) Give three similarities of Ethernet, fast Ethernet and Gigabit Ethernet, and three
differences among them.

(b) Why we need the hardware address, and why we need the IP address. Give three usages of
these two addresses.
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(c) What ARP stands for? When | use ping, traceroute and nslookup commands, do these
commands will invoke ARP? When they will and when they will not?

(d) Can you use PING command only to simulate the function of TRACEROUTE? How? Please
give a real example in your virtual machines.

(e) Why you need DNS? If you cannot connect to any DNS server, what you need to know and
to do to connect to remote web server?

Answer

a. For 10BASE-T (Ethernet), 100BASE-TX (Fast Ethernet), 1000BASE-T (Gigabit Ethernet),
the similarities are they are all use 8P8C connectors, they all support both full-duplex
and half-duplex communication, they are all standards under IEEE 802.3.

The differences could be 10BASE-T and 100BASE-TX only require two of the pairs, but
1000BASE-T uses all four cable pairs for simultaneous transmission in both directions.
The speeds are different, 10BASE-T (Ethernet, 10 Mbit/s), 100BASE-TX (fast Ethernet;
100 Mbit/s) and 1000BASE-T (gigabit Ethernet; 1 Gbit/s). 10BASE-T (Ethernet, 10 Mbit/s)
could use both Category 3 cable and Category 5 cable, but 1000BASE-T (gigabit Ethernet;
1 Gbit/s) could only use Category 5 cable.

b. A media access control address (MAC address, Hardware Address) is a unique identifier
assigned to network interfaces for communications on the physical network segment.
MAC addresses are used as a network address for most IEEE 802 network technologies,
including Ethernet. Logically, MAC addresses are used in the media access control
protocol sublayer of the OSI reference model. MAC addresses aren't distributed across
the internet in any order that would make them easy to locate with modern routers,
thus it is used for communication on the LAN.

An Internet Protocol address (IP address) is a numerical label assigned to each device
(e.g., computer, printer) participating in a computer network that uses the Internet
Protocol for communication.[1] An IP address serves two principal functions: host or
network interface identification and location addressing. Its role has been characterized
as follows: "A name indicates what we seek. An address indicates where it is. A route
indicates how to get there." Routers have routing tables that allow them to summarize
what networks are in which direction, therefore when they receive a packet destined to
say www.att.com at ip address 23.64.25.145 the routers know where that block of
addresses is and send it in the correct direction.

c. Address Resolution Protocol (ARP) is a telecommunications protocol used for resolution
of network layer addresses into link layer addresses, a critical function in multiple-access
networks.
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. 00000000 vmware_bd :ch:20 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.11
00016500 Vmware_bd : Broadcast ARP 60 who has 192
i ARP

DNS 1 PTR B.8.8.8.1in- .
DNS response 0x0001 PTR google-pul

.065415008.8.8.8 .168.1.11 124 standard query
0.0 8.1.11 g 8 70 standard qu
standard query
standard query

andard qu ER
standard query 0x0003 AAAA google.com
standard query response 0x0003 AAAA 20607 :T8b0:4007:800::1

Above screenshot is for executing command nslookup google.com when ARP table is
empty. The first 3 records used ARP to query the Gateway (192.168.1.1)’s MAC address.

A T
0x0002 A google. com

DNS
DNS

8 0.06745800192.168.1.11 .8.8.8
9 0.115218008.8.8.8 .168.1.11 -125.224.38 A 74.125.2

-11650200192.168.1.11 .8.8.8 DNS
12 0.169570008.8.8.8 192.168.1.11 DNS g

For ping, traceroute and nslookup commands, the ARP will be used if it need to
communicate with a host in the LAN but the host is not in the ARP table yet. Typically,
those commands need to use the MAC address of the Gateway to send out the
information on the LAN. The similar things also happen in every LAN which the packets
get through, since in the LAN the IP address must be translated to MAC address for
delivering the information in LAN.

d. At first we need to know how TRACEROUTE works:
Traceroute works by sending packets with gradually increasing TTL value, starting with
TTL value of 1. The first router receives the packet, decrements the TTL value and drops
the packet because it then has TTL value zero. The router sends an ICMP Time Exceeded
message back to the source. The next set of packets are given a TTL value of 2, so the
first router forwards the packets, but the second router drops them and replies with
ICMP Time Exceeded. Proceeding in this way, traceroute uses the returned ICMP Time
Exceeded messages to build a list of routers that packets traverse, until the destination
is reached and returns an ICMP Echo Reply message.
® 00 % binghao — bash — 80x24  © "

bings—air:~ binghao% traceroute 172.21.8.82

traceroute to 172.21.8.92 (172.21.8.92), 64 hops max, 52 byte packets
1 dd-wrt (192.168.1.1) 2.856 ms @.724 ms BO.667 ms

2 18.35.4B.1 (1@.35.4B8.1) 9.BB7 ms 18.455 ms 11.965 ms

3 0172.21.8.92 (172.21.8.92) 14.877 ms % 12.303 ms

bings-air:~ binghaos [

(The traceroute 172.21.0.92 command executing process)
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ano S "Wi-Fi en  [Wireshark 1.10.5 (SVN Rev 54262 from (trunk-1.10)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help

CoAdNd ENXR Aa¢swuTFEEB QAN FgUEE O

Filter: I ;I Expression... g
o y

No. | Time | Source
T TV T00- 11 TVZ 08 T-E

Info
ST TSI P TR DU

|FmIDEDIIL¢anI|I
s %

19 0.050851000 192.168.1. + . 4 Standard query Ox390b PTR 92.0.21.172.in-addr.arpa

20 0060516000  192.168.1.1 192.168.1.8 DNS 150 Standard query response 0x390h Mo such name
g = "

b Frame 21: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 8

b Ethernet 11, Src: Apple_Lf:d4:56 (b8:e8:56:1f:d4:S6), Dst: Tp-LinkT_f8:6d:f8 (a0:f3icl:f8:6d:19)

= Internet Protocol Version 4, Src: 192.168.1.8 (192.168.1.8), Dst: 172.21.0.92 (172.21.0.92)
Version: 4

Header length: 20 bytes
b Differentiated Services Field: Ox00 (DSCP Dx00: Default; ECH: 0xD0: MWot-ECT (Mot ECM-Capable Transport))
Total Length: 52
Identification: OxGDec (37100)
b Flags: oxpo
Fragment offset: 0
b Time to live: 3
Protecol: UDP (17)

D000 a0 f3 cl 8 6d £9 b8 e8 56 1f d4 56 08 DD 45 00  ....m... V..V..E i
0010 B0 33 90 oc 00 B0 03 11 bB ab cD a8 0L 08 ac 15 . d...... ......

0020 00 5¢ 90 4 82 a2 00 20 Te 05 00 OO0 00 0O 00 0O Neasss "oasve

0030 00 00 00 00 00 00 00 00 OO0 00 00 00 00 0O 00 0O v
0040 00 00 -
@ *[File: “jvarjfolders/x2 /gkkrb... {Packets: 21 - Displayed: 21 (100.0%) - Dropped: 0 (0.0%) {Profile: Default

(The wireshark screenshot for the traceroute command executing process)

According to above screenshots, at first the traceroute tool sent a UDP packet to
172.21.0.92 with TTL =1, it was abandoned by my router 192.166.1.1, the router replied
an ICMP packet which includes its IP address 192.166.1.1. The traceroute tool sent a
new UDP packet to 172.21.0.92 with TTL =2, it was abandoned by the 10.35.48.1. Finally,
The traceroute tool sent a new UDP packet to 172.21.0.92 with TTL =3, this UDP packet
reached the host 172.21.0.92.

Using PING command only to simulate the function of TRACEROUTE:
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@00 4 binghao — bash — 80x2K.

bings-air:~ binghao$ ping -m 1 -t 1 172.21.0.92
PING 172.21.0.92 (172.21.0.92): 56 data bytes
92 bytes from dd-wrt (192.168.1.1): Time to live exceeded
Vr HL T0OS Len ID Flg off TTL Pro cks Src Dst
4 5 00 5400 452a 0 0000 @1 01 065e 192.168.1.8 172.21.0.92

Request timeout for icmp_seq @

-—— 172.21.0.92 ping statistics ---
2 packets transmitted, @ packets received, 100.0% packet loss
bings-air:~ binghao$ ping -m 2 -t 1 172.21.0.92
PING 172.21.0.92 (172.21.0.92): 56 data bytes
36 bytes from 10.35.48.1: Time to live exceeded
Vr HL TOS Len ID Flg off TTL Pro cks Src Dst
4 5 00 5400 8b55 9 0000 ©1 01 c@032 192.168.1.8 172.21.0.92

-—-= 172.21.0.92 ping statistics ---

1 packets transmitted, @ packets received, 100.0% packet loss
bings-air:~ binghao$ ping -m 3 -t 1 172.21.0.92

PING 172.21.0.92 (172.21.0.92): 56 data bytes

64 bytes from 172.21.0.92: icmp_seq=0 ttl=253 time=8.967 ms

== 172.21.0.92 ping statistics ---

2 packets transmitted, 1 packets received, 50.0% packet loss
round-trip min/avg/max/stddev = B.967/8.967/8.967/0.000 ms
bings-air:~ binghao$ ping -m 2 -t 1 172.21.0.920

(Ping 172.21.0.92 three times with different TTL values, 1,2 and 3)

ann [\ *Wi-Fi; en0 [Wiceshark 1.10.5 (SN Rev 54262 from /trunk-1.10)]
Eile Edit View Co Capture Analyze Statistics Telephony Tools [nternals Help

CoANEd BRXR A+ «FREE AN FEEE B

Filtel:l « | Expression... Cle Apply v
No. [Tlme [Soume [Desllﬂallon [PromcoIILenglhIInFo I
1 0,000000000  192.168.1.8 172,21.0.92 TCHP 98 Echo (ping) request id=0xa9ll, seq=0/0, ttl=1
3 0.003063000 192,168.1.8 192.168.1.1 oNs 84 Standard query 0x@62f PTR 1,1.168, 192.1n-addr.arpa
4.0.004051000  192.168.1.1 192.168.1.8 DNS 104 Standard query response 0x862f PTR DD-WRT
5 1.001264000  192.168.1.8 172.21.0.92 1cHP 98 Echo (ping) request id=0xall, seq=1/256, ttl=l
7 5.042141000  Tp-LinkT_f8:6d: 19 Apple_1f:dd:56 ARP 42 Who has 192.168.1.87 Tell 192.168.1.1
B 5.042189000  Apple_1f:dd:56 Tp-LinkT_f8:64d: {9 ARP 42 192.168.1.8 is at b:eB:56:1f:dd:56
11 10.119599000 192.166.1.8 172.21.0.92 I 98 Echo (ping) request id=0xabll, seq=0/0, ttl=3 (reply in 12)
12 10. 128442000 172.21.0.92 192.168.1.8 e 98 Echo (ping) reply id=0xabll, seq=0/0, ttl=253 (request in 11}
13 11.120176000 192.168.1.8 172.21.0.92 o 98 Echo (ping) request id=Oxabll, seq=1/256, ttl=3 (reply in 14}
14 11.132883000 172.21.0.92 192.168.1.8 e, 98 Echo (ping) reply  id=0xabll, seq=1/256, ttl=253 (request in 13)

I Frame %: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface O
b Ethernet II, Src: Apple_1f:d4:56 (bB:e8:56:1f:d4:56), Dst: Tp-LinkT_f8:6d:79 (a0:f3:cl:f8:6d:19)
= Internet Protocol Version 4, Src: 192.168.1.8 (192.168.1.8), Dst: 172.21.0.92 (172.21.0.92)
Version: 4
Header length: 20 bytes
b Differentiated Services Field: Ox00 (0SCP 0x00: Defsult; ECH: 0x00: Mot-ECT (Not ECN-Capable Transport))
Total Length: 84
Identification: 0xBbS5 (35669)
b Flags: oxo8
Fragment offset: @
b Time to live: 2
Protocol: 10MP (1)

0000 ab f3 c1 f2 6d f9 b8 e8 56 1f d4 56 09 00 45 0O ol VO VLE a
6010 ©0 54 Bb 55 00 00 02 01 bf 32 c0 a8 01 08 ac 15 .T.U.... .2... w
0020 00 5 08 00 1b =0 a3 11 00 00 53 11 43 0f 00 8b  .\...... ..5.C

0030 b0 df 08 09 0a Bb Oc Od Oe 6f 10 11 12 13 14 15 Shadaealie L
0040 16 17 18 19 la 1b lc 1d le 1f 20 21 22 23 24 25 e v
@ *f [File: */var/folders/x2 /gkkrb... {Packets: 14 - Displayed: 14 (100.0%) - Dropped: 0 (0.0%) {Profile: Default

(The wireshark screenshot for the Ping 172.21.0.92 commands executing process)

According to above screenshots, the first ping sent an ICMP packet to 172.21.0.92 with
TTL =1, it was abandoned by my router 192.166.1.1, the router replied an ICMP packet
which includes its IP address 192.166.1.1. The second ping sent a new ICMP packet to
172.21.0.92 with TTL =2, it was abandoned by the 10.35.48.1. Finally, The third ping sent
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a new ICMP packet to 172.21.0.92 with TTL =3, this UDP packet reached the host
172.21.0.92.

e. The Domain Name System (DNS) is a hierarchical distributed naming system for
computers, services, or any resource connected to the Internet or a private network. It
associates various information with domain names assigned to each of the participating
entities. Most prominently, it translates easily memorized domain names to the
numerical IP addresses needed for the purpose of locating computer services and
devices worldwide.

If | cannot connect to connect to any DNS server, then | have to know the web server’s
IP address to connect to it.
For example:

€ a goegle.com | @ B- P+ K & = - T412524.36 @ B8 s 4+ & =

Google Google

Google Search Fm Feeling Lucky Google Search rm Feeling Lucky

If | cannot connect to connect to any DNS server, then google.com could not be
translated to 74.125.224.36. | have to access 74.125.224.36 directly.

8. Please decrypt the following ciphertext to plaintext, describe your approach in detail.

VA PELCGBTENCUL N PNRFNE PVCURE NYFB XABJA NF PNRFNEF PVCURE GUR FUVSG PVCURE
PNRFNEF PBQR BE PNRFNE FUVSG VF BAR BS GUR FVZCYRFG NAQ ZBFG JVQRYL XABJA
RAPELCGVBA GRPUAVDHRF VG VF N GLCR BS FHOFGVGHGVBA PVCURE VA JUVPU RNPU
YRGGRE VA GUR CYNVAGRKG VF ERCYNPRQ OL N YRGGRE FBZR SVKRQ AHZORE BS
CBFVGVBAF QBJA GUR NYCUNORG GUR RAPELCGVBA FGRC CRESBEZRQ OL N PNRFNE
PVCURE VF BSGRA VAPBECBENGRQ NF CNEG BS ZBER PBZCYRK FPURZRF FHPU NF GUR
IVTRARER PVCURE NAQ FGVYY UNF ZBQREA NCCYVPNGVBA VA GUR EBG13 FLFGRZ NF JVGU
NYY FVATYR NYCUNORG FHOFGVGHGVBA PVCUREF GUR PNRFNE PVCURE VF RNFVYL
OEBXRA NAQ VA ZBQREA CENPGVPR BSSREF RFFRAGVNYYL AB PBZZHAVPNGVBA FRPHEVGL

Answer
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[-XaNs] | test.py - Text - |- ts/Pythan/ Teut] el
=R~ 0080 Ie o Sz b S F 7
CiTet A testay
i ot - O o 8- | Boesepy =
¥ [Tt (= /Dotumants [Pyttan/ Taxt) 1 def histlinpurstr): -
Botstpy 2 lowlet = 1mlnr.x;nmr!] W
3 shas = 'sbsdetghd {Kimmopars iz .
b gl External Libraries 3 a w::! n S ; ;;;i_ilumzr:‘;rw‘ug::'u P J
5 k1 1L=@
6 tcr.'l.uuer in lewlet:
7 if letter im occurrences:
L] total +a 1
4 occurrences [letter] o= 1 -
0 letcount s sortedloccurrences. iteritens|) hey = Lasbda wi-x{1]}
11 for letter, count in letcount:
112 if count=8:
13 print letterscount
14
15 hist('VA PELCGETENCUL N PMRFNE PVCLRE WYFB XARIA KF PNRFNEF PVEURE GUR FUVSG PVCURE PNRFNEF PEOR BE PNRFNE FUVSG VF BAR ES GUR FVZCYRFS NAG
ciphertext
Run © pyhon 2.7 8 L
> FSystem/Library/Frameworks/PyThan. k/versions/2.7, By fuser: g Python/Text/test.py
8
5B
- o
[ PRPPPPRIPPPRPRRFRFPRRRRPRPRRFRFR
7 [ffdedaeasdaedediddidddadday
S
TREXFXTITTIET
LLLLLLLLLLLL
000000000000
55555555555
Pt
00000000
333331
Kk
™
00k
o
1

252 F:uTF-B: b @ W

| used a python program to do the letters frequency computation for the chiphertext. According

following table of the most common letters in English:

14

12

Relative frequency ( %)
=
167

12.702

2,228

2015

A B CDEF

G

Mono alphabetic Cipher

E is the most

frequently used letter

in En

2406

6.749

lish.

9056

7.507
987
6.327

1929
T
1360

974

NOPQRSTUV WXY Z

0.150

:

At first, | assume R -> E. The difference between R and E is 13.

Let us write a program to shift all letters by 13:

The most
common letters
in English are ..

|

OGO SN O U e WD
ALLPZz"0p—mM™
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800 L testpy - Text - |-/ {Python Text] "
oW O X O o AR & Eoyponzrv b BB F T

B Prmjest - O b 01| ey
= ) - a
18 Cdef decode(s):
sy 19 charset = “absdufghiikimnoparstummya’ -
* W Excernal Libraries T length = len{charset)
n & = &.8tripl). Lower() -
2 a=m""
23 for i in ramgeis, len(s}):
4 gx = charset.finaislil)
25 if{ids == -1): -
26 a += 51}
27 wlse: 3
k1 a += charset[{i0x - 13)% Llengtn]]
el priat a
3w
1
2 decode( VA PELCCETENCUL N PRRFNE PYCURE NYTD XABJA KF PNRFMEF PYCURE CUR FUVSC PVIURE PNRFNEF PBOR BE PNRFNE FUVEGC VF BAR BS GUR FVZCYRFG NA
1 ueisi i o LA
chiphertext 51

» FSysten/Library,Franevorks,/ Python, franesork/vers ions, 2. oy SUsers/bingh, SPyThonsText/test, py

dn _cryprograghy @ caesar cipher alse known as caesars cigher the shift cipher caesars code or caesar shif: is one of the simplest and most widely known encrypticn technigues it is a type ¢

Process finiched with exit code @ I . t t

B

The plaintext is:

in cryptography a caesar cipher also known as caesars cipher the shift cipher caesars code or
caesar shift is one of the simplest and most widely known encryption techniques it is a type of
substitution cipher in which each letter in the plaintext is replaced by a letter some fixed
number of positions down the alphabet the encryption step performed by a caesar cipher is
often incorporated as part of more complex schemes such as the vigenere cipher and still has
modern application in the rotl3 system as with all single alphabet substitution ciphers the
caesar cipher is easily broken and in modern practice offers essentially no communication
security



