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Outline

= Security and cryptography concepts
= (lassical Encryption Techniques
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Concepts

Q: Why do we need cryptography for
systems and/or networks?



An example

Alice [ UGETGV ] Bob
by Caesar with k=2 [ SECRET ]
ﬂ by DES, 3DES, AES, _
etC U Sh|ft 2
[ UGETGV ]
E
The data has not been viewed by a 3 =, [ G ] P ——

party

Confidentiality: the protection of transmitted data from passive attacks
(release of message contents and traffic analysis)
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77 ,
secret > UGETGV ]
. B i
Iﬁsmﬂ l Shift by 1: > TFDSFU é i
Substitution by 2 ? )
(Transposition) ' > UGETGV

Caesar cipher

We will revisit this later






Use HMAC(Hashed message authentlcatlon code), such
as HMAC-MD5, HMAC-SHA1

Inputs (e.g., msgs)

Fixed-size
output
The c%ata has not been modified in [ Tntegrity ] - Crytographic
transit Hash func.

Integrity: the assurance that data received are exactly as sent by an authorized
entity (i.e., contain no modification, insertion, deletion, or replay)




Distributed Denial of
Service (DDoS) attacks

For any information system to serve its

purpose, the information must l:> [ Availability ]
be available when it is needed

Source: http://memeburn.com



http://memeburn.com/
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[Avazlabzlzty

Service request >\ Service request

Y /

No response

NO response

Distributed Denial of ﬂ }
Service (DDoS) attacks

ol
| > Web Server down

No response
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The data can not been viewed by a 3¢
party

The data has not been modified in
transit

The data must be available when it is
needed

" Integrity y -

[ Availability ]

Authentication «m
Non-repudiation

Confidentiality |4m| Encryption

Cryptography
(- )

Hash func.

Encr_yption

Message
Authentication
code (MAC)

\Hash func. . )
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Alice in Bob in North
South Island island

P P

The claimed sender is the true sender =) [ Authentication ] 4 Encryption

Message 2
Authentication  (
code (MACQ) —/
Authentication : the assurance that the communicating
S T 4 Tai Hash func.
y is the one that it claims to be.
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[Authentication: identification + verification ]

Who sent this message??

Authentication

= Origin Integrity

or

= Origin Integrity + Data Integrity
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[Non repudiation Provides protections against denial by one of the
entities involved in a communication of having
participated in all or part of the communication

1. Order
Ol T
2. Service or product
< Nulln

4. Demand payment

3. calculation
Qp

5. “I did not purchase” Tm
L 1%
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Security objectives summary
= Confidentiality
* Prevent/detect/deter improper disclosure of information
" Integrity
* Prevent/detect/deter improper modification of information
* Authentication=Origin Integrity (or with Data Integrity)
= Availability

* Prevent/detect/deter improper denial of access to services
provided by the system

= These objectives have different specific
interpretations in different contexts



attacks

= In general, three types ,J l

e Prevention

o Example: access control (e.g.,
firewall)

Prevention

e Detection Detection

o Example: Auditing and intrusion
detection (e.g., IDS, forensics)

e Tolerance Response
(Tolerance)

o Example: intrusion tolerance (e.g.,
ITS)

Cryptography underlies (almost) all security
mechanisms
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Introduction to Cryptography
Classical Encryption
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|
| [ Cryptology ]
0

/—-----J----F--“L“\

[ \
| [ Cryptography ] | [ Cryptanalysis ]

[ Shared-key J[ Public-key J [Protocols} : TCP/IP protocol ->

Cryptography Cryptography I SSL, IPsec, etc

/ RFID authentication
protocol

’—---—

LT R R RNRNENRNYTYTOYOYCOR

Computationally secure vs. information-theoretically secure
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Cryptology: Cryptography.%yptanabﬂs
= Cryptology Cryptology

e study of mathematical, linguistic, and ~ —————
other coding patterns and histories | Crptography | | Cryptanalysis |

* An umbrella term for cryptography and cryptanalysis
* cryptologist

= Cryptography
e study of encryption principles/methods,
* cryptographer

= Cryptanalysis (codebreaking) .-5
* the study of principles/methods of deciphering <
ciphertext without knowing key 2

* cryptanalyst
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[ Cryptology ]

[ Cryptography ] [ Cryptanalysis ]

———f—————q=== |

Shared- key Public-key Protocol
Cryptography Cryptography OO

- §F F F F B B B B B B B B B B B

—_

o= Em

Source: Prof. Baktier’s lecture at WPI



conventional,
secret-key,
single key

Encryption
algorithms

64 bits, 128 bits,
, etc

@E.Q

[ Block

[ Feistel ] [ SPN ] etc ] [random] [ Pseudo
;] random

e.g. DES, e.g. AES
Triple-DES
SEED,
Blowfish

* Block ciphers take a number of bits and encrypt
them as a single unit, padding the plaintext so
that it is a multiple of the block size.

 Stream ciphers encrypt the digits (typically
bytes) of a message one at a time.

Plaintext

Key

s

—> Encaryption

Encryption Key

Plaintext

ciphertext

~

)

—> Encryption

7

ciphertext

N

Key
\ll Plaintext
Decryption —>

y

Decryption Key

Cd

Decryption

Plaintext
—>
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Symmetric
Encryption

leorith
Caesar with k=1 ke

%“% Attack(s) Iove

‘ Encryption I ‘ Decryptlon I >
Iove algorithm MPWF algorithm love

L \/ private key
Asymmetric

public key
key Later, RSA

public key directory




. | Encryption
plantext | algorithm

\\ ]
L | % rivate ke
AAM\ P y

public key

public key directory

Public key
cipher
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,A.’

Basic Terminol

Symmetric
Cl‘yptO System: Caesarmyyiths - = Caesarwith
<] S Cryptanalysis &
* A system includes 3 algorithms: Sl b S receiver
key generation + Encryption + Decryption A 2, [Decryption _>
. loveL-algorithmI™ \vpw Lalgorithm I 1ove :
Plaintext (M): ‘( R
e the original message, e.g., love ey LA private key
. nublic key dirgcrory
Ciphertext (C): .

* the coded (or encrypted) message, e.g., MPWF
Cipher (Encryption/Decryption algorithm):

* algorithm for transforming from plaintext (ciphertext) to ciphertext
(plaintext), e.g., Caesar, DES, AES.

Key(s):

* info. used in cipher known only to sender/receiver in symmetric cipher.
Encrypt (encipher): E(M)

e converting plaintext to ciphertext; e.g., love -> MPWF
Decrypt (decipher): D(C)

* recovering ciphertext from plaintext; e.g., MPWF->love



ﬁ M
Cryptanalyst
_> K

This (key exchange/
distribution) will be
covered later

M: plaintext

C: ciphertext
K: key

E: encrypt C=E (M)

D: decrypt

M=D(C)
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Notations in a Crypto'system

Symmetric Asymmetric

M: plaintext Ke: encryption key

C: ciphertext Kd: decryption key

K: key E: encrypt C=E(M, Ke)

D: decrypt M=D(C, Kd)
E: encrypt C=E (M)

D: decrypt M=D,(C)

<M>K indicates that “M" is encrypted with the key “K".

<M1| M2>K indicates that “M1" and “M2" are encrypted with
the key “K", Where M1 | M2 (or M1 || M2) is the
concatenation of M1 with M2.



* Proved by C. E. Shannon
* Using information theory in 1945
* Product ciphers

 combines two or more transformations in a manner
intending that the resulting cipher is more secure.

= Formulate the principles of o




S la;ﬁ’ﬁﬂa .
dlfoSIOﬂ (transposition/permutation)

_—--, Spread the information from single
v plaintext letters over the entire
M / ciphertext, making the plaintext
" randomly distributed in the cyphertext.

| 1

P

I \

1 ]

E 4_/1 l‘?}/
_____ Iconfusion
LN i (substitution)

’ C : .I'
lll /,I

Make relationship between ciphertext
and key as complex as possible, and
make it harder to find the key
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= Substitution

* Change the character(s)
* Plaintext: come here at once

-" .|IIr 1
L

f.rk,, \fkj

* Transposition (Permutation)

* Change the order of character
* Plaintext: come here at once

* Cipheretxt: ocemeézg:a'r;o%x‘



= Substitution ciphers
* Monoalphabetic

* The same plaintext letters are always replaced by the same
ciphertext letters

* Polyalphabetic

* using multiple substitution alphabets

= Transposition ciphers
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Caesar Cipher

= earliest known substitution cipher
* Also known as shift cipher

= named after Julius Caesar
* who used it in his private correspondence

= replaces each letter by the ith letter on




Q: If key (k) is 5? What will be the ciphertext of the plantext “love”?

A: QTAJ @ -

[ C =E(M) = M+k mod 26 ] /@@

~

a modulo n (abbreviated as a mod n)



= What is this?

* An analog clock
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Mod. operation practlce

= Q:if we move the hour[short] hand by 6 hours?
consider it’s a 12-hour clock

= 137 No.

= [tindicates...
7+6 mod 12 =1

Or 7+6 =1 (mod 12)
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Mod. operation practice

= When the hour[short] hand
points out 7,

= how can we make it indicates
0, not using a negative

number?
Not negative number: (-7)

(7+ ) mod12=0

= Jtisb.
" Q?(4-6) mod 12?




o2
mzzr 5%
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New clock ??

mathematically give each letter a number

letter

a b C d e e WX y z
wrer RN

New clock

Source: funny-clock-a.gehglw.webhop.net / picsobsession.blogspot.com
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n---n-

Ex.2) key=3, E(X)?

Ex.1) key=3, E(c) ?
Sol = x + kmod 26

Sol =c + kmod 26
=2+ 3 mod 26 =23 + 3 mod 26
=5=F =26mod26=0=> A

Q) key=3, E(y) ?
=24 + 3 mod 26
=27mod26=1=2>B

. P=DIO=(mkmod26

Sol.)(5-3)ymod 26 =2 => ¢

Ex.3) key=3, D(F)?
Sol.) (0-3) mod 26 = (-3) mod 26 = 23 = X

Ex.4) key=3, D(A) ?
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We will use this mod operation again when we learn
the principle of RSA (most well-known public key
encryption algorithm)

RSA (Ron Rivest, Adi Shamir and Leonard Adleman)



One more exercise ?
Cipher (Caesar) is known
Key is hidden
Q: What is then the plaintext for the following ciphertext?

Caesar with Caesar with
k:]. 5 i =
Sender o &tack(s) 7 e

Ny
] Q'i — |Encryption |} _s=__, [Decryption | — ;‘

receiver

love L_algorithm MPWE L_algorithm love

[ uofcan

given ciphertext, just try all shifts of letters (k=1, 2, 3, ...)
You did break the cipher using a brute-fore attack!

Q: possible key size?
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= Why Caesar cipher is too week?
e Possible key size is? 25 P = D(C) = (n-k) mod 26

o

( \ PHHW PH DIWHU WKH WRJD SDUWB

: 4 18 : oggv og chvgt vijg vgic rctva

" 2 jp--ffx.ng boufs uif uphb_gbsuz..

! B |y R IS aEE S SRS Sees mames

: 4 |1 1dds 1d zesdg sgd snfz ozgsx

: 5 : kccr kc ydrcp rfc rmey nyvprw

1 6 : dbbg jb xcgbo geb gldx mxoqgwv

: 7 1 daap ia wbpan pda pkcw lwnpu

: 8 : hzzo hz vaozm ocz ojbv kvmot
% k@y’ : S : gyyn gy uznyl nby niau julns

I 10 | fxxm £x tymxk max mh=zt itkmr Phﬁmw

: 11 : ewwl ew sxlwij lzw lgys hsijlg

1 12 : AdAvvk dv rwkvi kyv kfxr grikp

: 13 1 cuuj cu gvijuh Jjxu jewag f£fghijo

: 14 : btti bt puitg iwt idvp epgin

1 is : assh as othsf hvs hcuo dofhm

: 16 1 Zrrg Z¥Xr nsgre gurxr gbtn cnegl

: A7 : vagf vg mrfgd f£ftg fasm bmdfk

1 is : xppe xp lgepc esp ezrl alcejj

: 19 1 wood wo kpdob dro dygk zkbdi

: 20 : vnnc vn jocna cgn oxpl] vyviach

1 21 : ummb um inbmz bpm bwoi xizbg

: 22 1 tlla tl1 hmaly aol avnh whvaf

: 23 : skkz sk glzkx zZnk zZumg vgxze

1 24 : rijy rj fkyiw ymj yvtlf ufwyd

I‘ 25 ,l giix gi ejxiv x1i xske tevxc

N - ——
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=

Caesar cipher
break ciphertext "GCUA VQ DTGCM"

Answer . “easy to break”

Q: any ideas to improve this cipher?

A: use a Mono alphabetic Cipher which uses
an arbitrary substitution

We could shuffle (jJumble) the letters arbitrarily;
each plaintext letter maps to a different random
ciphertext letter
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Mono alphabet1c C1pher
1) Use a key phrase (or keyword): e.g., ASINTOR.
ablcidelflghilj kil mnolpqrstuvwxyz
AlS|I N T OR B|C|DIEF|GHJ[KLMNP

2) Use other alphabet after ‘R’ except them used
In the key phrase

3) Use remaining alphabets in the alphabetical order
Q: how many cases?

A: 26! = 26x25%24.,.%x2%x]1 = 4x10%°

Q: Can we perform a cryptanalysis?



Relative frequency { %e)

14

12

10

12.702

8167

4.253

2782
2.128
205

1.492

A B C D E F

5

6.094
6.996

= 0153

E is the most

0.772

frequently used letter
in English.
g
e
%
ﬂ -
S c B
5 2
g
=+
n
A1 E ‘A
g
g TH E
S S| s
LMNOWPFPOQRSTU VYV W X Y £

The most

common letters
in English are ..

(" )
1. E
2. T
3. A
4. O
5. 1
6. N
7. S
8. H
9. R
- J
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An examp e

= Ciphertext using Mono alphabetic Cipher

SLAAP UNAOL NVVKZ ABMMP UDOPS LRLLW PUNAO LIHKZ
ABMMYV BAPZA OLJYP APJHS WYVIS LTAOH AHUF] VITWBA
LYMPY LDHSS ULLKZ AVZVS CLPAO HZAVH JAHZN HALRL
LWLYP AOHZA VMPNB YLVBA DOPJO IPAZH YLOHY TMBSH
UKKLU FAOLT LUAYF PAOHZ AVKVA OPZDP AOVBA BUYLH
ZVUHI SFKLS HFPUN AYHMM P]J

= Frequency computation result

A:29,B:9,C:1,D:4,E:0,F:5,G:0,H:18,1: 4, J: 6,
K:7,L:24,M:9,N:6,0:14,P:18,0:0,R: 2, 5: 10, T: 4,
U:11, V: 14, W:4,X:0,Y: 11, Z: 12

Q: Strong candidate key(s)?
o ‘E’'->"A’ (22)
° 1E1_> ILI (7)

@ N
> — rm
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= QQ: Can we hide the frequency of alphabet?

= Any ideas?

* Using a series of different Caesar ciphers in
sequence with different shift values.
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Plaintext
alphabet

Al

Keyword
alphabet

|

wlolo|ojlae|l—=|lo|les|—|—=2|—|E|lc|lo|lalo]| =] w|=]| 3| = | | =] ~
x| = mlo|lov|lD||~| =] =|—=|lx|—=]E|lc|lo|la|l o —]|w|+—]| =
= Nl o|loe|lD|la|l—-e|—-|—=|lx|—|E|lclo|lal o -] @ = | 3| =] =] =
i | i e (i i i (e o i i i tlvnh -|—=|l=|—]| E| £
Bl ol O G|l=| @ E| === CS|C| Q] o - HEIEAEIREA O
=z 2= >>nwojloa|lo|lD]|la|~|a|lo] =] — mn —|E|lc|o| a| o -
(x| =n|m|lo|e|lo|e|=|o|e|l-|—|x|—]|E|=|2y \| =] = =
O|=|w|—|23|>|2|=|>=nlalojlo|D|a|-] o I cle|a
—|elele]| ||l V= =zl =| =] ~| =] o] e _u g o B
alel=-|=]|x|— O|l=|w|+~| 3| =] 2| = mu. T @ | -
clo|la|lo| | w b x| =|n|lo|la|o|o| |k > x|—|E
.
|||l c|—=] = ol |l | =| | =] 3| = V —— ol ol|lo
N omlo|lo|o| e > —lx|—=|E|le|o|a|l ok | x| =
—|Eles|le| a|T —— =l 2l x| =|n|lalo)] o S = = 2
= - - S - Y vl-|lo|=|=|—]x|—=]|E | n| -
N a|lo|l oD o e —=lx|l=—=| E|lE|Q]|l a| & _: & Z| =| =
O = | 6| =) 3| = WO O|T)| @|=-—] | O mn cC|lo| @
o e it o E & c|l=|=|x|=|E|le| |k W 3| =| =
== =] = E | = | =] ] =] =] g o|—| o
o «| 0| = W = o | wlo|lo|o|eo|-]|ale|F \ ) cle|a
O | w|=|F| = mlolo|v|le|l-|la|ls| | —|x|—]|E|lc|]lo|a
— ] 2] — e\ Ju|l=| o3| >| x| =n|plo]o|D]| o|-]| o=
N aolo|lo| Ploe|l—|ee]—]—]x|— Elc|leo|lal o “. w|l+~| 3| =| 2| x| =
S = = = B @ O] Q)T @ =] ) S oo | o] 2| = mm C|l O] @] O] —| vd| =
= x| ~| @ .—___ vlo|lo|l—|als|—-]|—=|lx=|—]|E|lc]| o mu. O| =|w®w|+~| 3| =| =
@l Lol o] T -.u. =l e|l=]=|2|—|E|lc| o| a] o - mb | 3| =| | H| =] M~
o alo 9| @|l—| o|le|l—=|—=|l2|—|E|E|lo|al T —|w|—=| 3| =>| | =| =| N
)

e

e

|




[ Plaintext ]

w|il]|s

h

t

0

ble|f|r|e|le|f|rjomm|y|s|e|]l]|f

secretisbeautifulsecre

[ ciphertext

y

a

X

flajr|plifc|j|t|x|f|lw|o|u|k]|]|u

alblc|[d|e|f|la|h kil |minjo|p s|tlulviw|x|y]|z

R ANBARHAAHCABEROANKORHEE 4 )
obeGeE St RaRneec o w&s=>g

R RE e coaaaanaa R > o

L i&e=>b
e e e e - J

o selele s Dl ook o ellelsfah) Polygram Substitution

; BAARRRARRADARAGE . AE (polyalphabetic substitution.)
ENANNOOANDNANOANBOLABHE Using Vigenere cipher, E can be enciphered as
Do b [ofe o[ [o][oi e n different ciphertext letters at different points in the

message, thus defeating simple frequency analysis




= Cryptanalysis? The primary weakness of the Vigeneére cipher is
the repeating nature of its key.

= Kasiski test:

takes advantage of the fact that repeated words may, by chance,
sometimes be encrypted using the same key letters, leading to
repeated groups in the ciphertext.

For example, consider the following encryption using the

keyword ABCD:
Plaintext: CRYPTOISSHORTFORCRYPTOGRAPHY
Key: ABCD ABCD ABCD ABCD

Ciphertext: CSASTPKVSIQUTGQUCSASTPIUAQ]B

= There are more substitution ciphers though, we move on..



: 4

= Transposition ciphers



= these hide the message by rearranging the
letter order

= without altering the actual letters used

= can recognize these since have the same
frequency distribution as the original text
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Transposition Cipher
= Rail fence cipher (a.k.a., a zigzag cipher)

* write message letters out downwards and diagonally
over a number of rows or rails

* then read off cipher row by row
* Plaintext: meet me after the toga party

M DE M A T R .4 G P B Y
[ S S I G SR re

\l LI | . N . L | \‘| \\\ \0‘ \

E.-T ' \.F L ENIT \-E ‘O NATGA T T

v

* ciphertextt MEMATRHTGPRYETEFETEOAAT
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= Rail fence cipher (cont’d) P| P
* P=pp,ps---Pis Ps | P
Po | P1o

* C=p1PsP9oP1s---P12P16

e Ex. Plaintext:
o LASTNITEWASHEAVENPLEASEMARRYME

* Ciphertext:
» LTELAAEAERSWVARTAESYNSNEMIHPME

* Ciphertext
» LEVSMTAAYIEERNHLRTSPASANMAWEEE

This process is iterated, it is | | Rounds in
hard to guess the plaintext encryption

P11

P13y Pua§ P15y Pied

P4
Ps
P12

LASTHT
TEWASH

EAVENFP
LEASEM

AREYME

LTELAA
EAERSW
VARTAE
SYNSHE

| MTHPME
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[ Plaintext | Iﬂllﬂlﬂlllﬂllﬂﬂlﬂlﬂlll
[ key ] Elﬂlﬂl

T

g \ elrisii
]
Plaintext’ | t{yjo| f CEaEn:t
| N N I
I , :
N NE _r_'_lz,_u; IEYEOIO padding
( A
Ciph
}cle)xter ilt|lOolv|flulilol|b




Q: Why does the ciphers introduced so far not
secure?

A: because of language characteristics / weak
key size

Q: Any ideas to improve them (you already
know the answer)?

A: Use both substitution and transposition
together
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From classical to modern ClpheI‘S

= Consider using several ciphers in succession to
make harder, but:
* Two substitutions make a more complex substitution
* Two transpositions make more complex transposition

* But a substitution followed by a transposition makes
a new much harder cipher

= Q: What is this type of ciphers called?
* A: product ciphers

= This is the bridge
from classical to modern ciphers




CSE468/598 Computer Network Security

= (Q: What is most well-known and widely
used modern cipher(s)?

= A: DES (Data Encryption Standard),
AES (Advanced Encryption Standard),...



