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Nmap recap 

• Nmap uses raw IP packets in novel ways to determine  

– what hosts are available on the network 

– What services (application name and version) those hosts 

are offering 

– What operating systems (and OS version) they are running 

– What type of packet filters/firewalls are in use 

• It was designed to rapidly scan large networks, but 

works fine against single hosts. 
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Typical Nmap Scans 

–sS: TCP SYN 

• -sS tells Nmap to send a SYN packet to Nmap’s default port list, which 

includes the most common ports a service may run on.  

• If a SYN/ACK packet is received then the port is open. 

• If a RST packet is received then the port is closed. 

–sT: TCP SYN  

• -sT tells Nmap to issue a connect() system call to each port in Nmap’s 

default port list.  

• If the connect() call is successful then the port is open. 

• If it fails or is blocked then the port is closed. 
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Typical Nmap Scans (cont.) 

–sA: ACK 

• -sA tells Nmap to send an ACK packet to Nmap’s default port list.  

• If a RST packet has been received then those ports are marked as 

unfiltered. This means that there was not a stateful firewall prior to 

your target. 

• If some other message is received then Nmap marks those ports are 

filtered. 

–sW: Window  

• -sW tells Nmap to send an ACK packet to Nmap’s default port list 

just like –sA.  

• This scan however looks at the TCP Window property. 

• Open ports have a window size listed. Closed ports will have a 0 

window size listed. 
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Typical Nmap Scans (cont.) 
–sM: Maimon scans 

• -sM tells Nmap to send a Fin/ACK to Nmap’s default port list.  

• Most systems respond with a RST packet for both opened and closed ports. 

• However, some BSD systems will drop the packet if the port is opened. 

–sU: UDP scan 

• -sU tells Nmap to send an empty UDP packet to Nmap’s default port list.  

• If an ICMP type 3 code 3 message is returned then the port is marked as 

closed. 

• If an ICMP type 3 code 1, 2 , 9, 10, or 13 is returned then the port is labeled 

as filtered.  

• If a service responds then the port is open. 

• If a service responds and then does not respond to a second UPD packet 

then the port labeled as open filtered. 
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Typical Nmap Scans (cont.) 

–sN: TCP Null 

• -sN tells Nmap to send an empty or Null packet to Nmap’s default port list.  

• Because this packet does not contain a SYN, RST, or ACK bit a packet with 

the RST bit is returned if the port is closed. 

• If the port is open then no response is given. 

• This only works on devices that are compliant with RFC 793. 

–sF: FIN 

• -sF tells Nmap to send a packet with the FIN bit to Nmap’s default port list.  

• Because this packet does not contain a SYN, RST, or ACK bit a packet with 

the RST bit is returned if the port is closed. 

• If the port is open then no response is given. 

• This only works on devices that are compliant with RFC 793. 



CSE468/598  Computer Network Security 

 

 

Arizona State University 

Scan target with Nmap 
• Scan target to get the open TCP ports and OS version info 

Nmap –sS –O –V <target IP/Range> 

• Find out if a host/network is protected by a firewall 

Nmap –sA <target IP/Range> 

• Scan a host when protected by the firewall 

Nmap –PN <target IP/Range> 

• Detect remote services version numbers 

Nmap –sV <target IP/Range> 

• Scan a host using TCP ACK (PA) and TCP Syn (PS) ping 

Nmap –PS 80,21,443 192.168.1.1 
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Reference: 
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Nmap with Script Scan 
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Reference: 

http://nmap.org/nsedoc/categories/vuln.html 

 

http://nmap.org/nsedoc/categories/vuln.html
http://nmap.org/nsedoc/categories/vuln.html
http://nmap.org/nsedoc/categories/vuln.html
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Metasploit Overview 

• Metasploit Framework (MSF) has long been a tool used by 

security professionals to test networks. 

• MSF was created by HD Moore in 2003 as a penetration testing 

tool.  

• Initially Metasploit was written in the Perl (2.x), version 3.x 

written in Ruby programming language. 

• In 2009 HD Moore joined Rapid7 and acquired the Metasploit 

Project.  

• Metasploit Framework remains available for free under BSD-type 

license. 
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Metasploit Related Products from   
• Metasploit Framework: 

– A command line tool for free, including third-party import,  

manual exploitation and manual brute forcing. 

• Metasploit Community 

– Free web-based user interface for Metasploit with a reduced set of features, including 

network discovery, module browsing and manual exploitation.  

• Metasploit Express 

– A baseline penetration test tool. It offers a GUI, nmap for discovery, and adds smart 

brute forcing as well as automated evidence collection. 

• Metasploit Pro 

– Advance penetration test tool, includes all features of Metasploit Express and adds web 

application scanning and exploitation, social engineering campaigns and VPN pivoting. 

• Armitage 

– A free graphical cyber attack management tool for the Metasploit Project. 

10 
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Metasploit Framework Architecture 
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Metasploit Terminology 

• Vulnerability: A weakness which allows attackers to reduce a system’s 

information assurance. 

• Exploit: A piece of code that takes advantage of a system’s vulnerabilities. 

• Payload: A piece of code that lets you control a system after it has been 

exploited. 

• Shellcode: A set of instructions used as a payload when exploitation 

occurs.  

• Encoders: encode or mangle payload, remove bad characters 

• Auxiliary: like an exploit module but without a payload 

• Session: connection from a successful exploit 

12 
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Metasploit Installation 

• Download and run the installation file 

– wget http://downloads.metasploit.com/data/releases/metasploit-latest-

linux-installer.run 

– chmod +x metasploit-latest-linux-installer.run 

– sudo ./metasploit-latest-linux-installer.run 

• Follow the setup procedure in the wizard. (take several minutes) 

• Register as a Metasploit Community user and get an activation 

code from Rapid7 

– http://www.rapid7.com/products/metasploit/metasploit-community-

registration.jsp 

• Using Metasploit 

– From web GUI or “sudo msfconsole” 

 



CSE468/598  Computer Network Security 

 

 

Arizona State University 

Using Metasploit 

• Show – list modules available (exploits, payloads, etc) 

• Use – use a specific exploit module 

• Set – set specific variables (Case sensitive) 

– RHOST – remote host (who we’re attacking) 

– PAYLOAD – the payload to carry 

– LHOST – local host (attacker or reverse shell)  

• Exploit – run the exploit 

14 
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Basic Commands 

• use <module> 
– info  

– show options 

– set <option> <value> 

• show 
– payloads, exploits, auxiliary, options 

• Search 

• back 

• exploit 

15 
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Gain root on a vulnerable VM 
• Scan the host 

– nmap –sS –Pn –A 172.16.3.3 
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• Search for vulnerabilities using Nessus 
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Search the scanner module 
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Run the smb detector program 
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Search available exploits 
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Apply the exploit and gain the root access 
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Commands integrated with Metasploit 

• Run Nmap inside Metasploit and auto populate the 

database with targets: 

– db_nmap –sS –O –v <Target> 

– Check the database for information gathered: hosts and services 

• Try all known exploits to vulnerabilities that match the 

criteria (services) in the database. 

– db_autopwn –t –p –e  
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Shell 

• A shell is software that interacts between a user and the kernel, 

it provides an interface for interacting with the kernel. 

• Bind Sell 

– A bind shell “binds” a interactive shell to a port on the victims, thus 

allowing the attacker to connect to it. 

– For example: nc.exe –lvp 4444 –e cmd.exe 

• Reverse Shell 

– Creates a shell from the target host to the attackers host. If the target is 

sitting behind a NAT, the bind shell is not working. If the target does 

not have a publicly accessible IP (but attacker do) use a reverse shell. 
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Meterpreter Shell 

• Meterpreter (meta interpreter) is a payload that provides 

complex and advanced functionality, all functions loaded 

and executed by meterpreter are done so in memory.  

• Think of it as a meta shell with a ton of built in features 

that will save you a lot of time and effort. 

• Some useful meterpreter commands can be found from: 

– http://ultimatepeter.com/how-to-hack-ultimate-metasploit-

meterpreter-command-cheat-sheet/ 

24 
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Another Example 

 

25 



CSE468/598  Computer Network Security 

 

 

Arizona State University 

Confirming vuln and ready exploit 
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Post-exploitation 
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