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DNS Known Concepts  

• Known DNS concepts: 

– Delegation, Referral, Zone, RRs, label, 

RDATA, Authoritative server, caching 

forwarder, resolver, SOA parameters 
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Why DNSSEC 

• Good security is multi-layered and preventive 
– Multiple defense barriers in physical world 

– Multiple ‘layers’ in the networking world 

• DNS infrastructure 
– Providing DNSSEC extensions to raise the barrier 

for DNS based attacks  

– Provides a security barrier or an enhancement for 
systems and applications 
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www.robecodirect.nl 
www.robecoadvies.nl 

Example 1: mismatched CN 
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Unknown Certificate Authority 

Example 2: Unknown CA 
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Confused? 
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How does DNSSEC come into this picture? 

• DNSSEC secures the name to address mapping 

– before the certificates are needed 

• DNSSEC provides an “independent” trust path. 

– The person administering “https” is most probably 

a different from person from the one that does 

“DNSSEC” 

– The chains of trust are most probably different 

– See acmqueue.org article: “Is Hierarchical Public-

Key Certification the Next Target for Hackers?” 
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DNS resolving 

Resolver 

Question: www.ripe.net 

A 

www.ripe.net A ? 

Caching 

forwarder 

(recursive) 

root-server www.ripe.net A ? 

Ask net server @ X.gtld-servers.net (+ glue) 

gtld-server 
www.ripe.net A ? 

Ask ripe server @ ns.ripe.net (+ glue) 

ripe-server 

www.ripe.net A ? 

192.168.5.10 

192.168.5.10 

Add to cache 
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DNS Data flow 

master Caching forwarder 

resolver 

Zone administrator 

Zone file 

slaves 
Dynamic 

updates 
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DATA 

Protection 

Server 

Protection 

DNS Vulnerabilities 

Zone file 

slaves 

master Caching forwarder 

resolver 

Zone administrator 

Dynamic 

updates 

Cache pollution by 

Data spoofing Unauthorized updates 

Corrupting data 

Impersonating master 
Cache impersonation 
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The Problem 
• DNS data  is too readily changed, removed or 

replaced between the “server” and the “client”. 

• This can happen in multiple places in the DNS 

architecture 

– Some places are more vulnerable than others 

– Vulnerabilities in DNS software make attacks easier (and 

software will never stop being at risk) 
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Secure DNS Query and Response 

(simple case) 

Local Server 

End-user 

myhost.example.com 

      myhost.example.com =        

         192.0.2.1 

Plus signature for myhost.example.com 

Attacker can not forge this answer without the 

associated private keys. 

Root Server 

com Server 

example.com Server 
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How Does DNSSEC Extend DNS? 

• DNSSEC adds four new record types: 
– DNSKEY - carries public key 

– RRSIG - carries signature of DNS information 

– DS - carries a signed hash of key 

– NSEC (NextSECure ) - signs gaps to assure non-
existence 

• Working on one more, NSEC3 

– “DNSSEC Hashed Authenticated Denial of 
Existence”. This would provide privacy 
enhancement.  


