CSC 249	HW 3: DNS lab	Sept 28, 2012
DNS Wireshark Lab

From MacOS terminal window:


jcardell-fcap-macpro51:~ jcardell$ nslookup www.iitd.ac.in
Server:		131.229.64.2
Address:	131.229.64.2#53

Non-authoritative answer:
Name:	www.iitd.ac.in
Address: 180.149.52.20


jcardell-fcap-macpro51:~ jcardell$ nslookup -type=NS iiasa.ac.at
Server:		131.229.64.2
Address:	131.229.64.2#53

Non-authoritative answer:
iiasa.ac.at	nameserver = amazon.iiasa.ac.at.
iiasa.ac.at	nameserver = yangtze.iiasa.ac.at.
iiasa.ac.at	nameserver = ns5.univie.ac.at.

Authoritative answers can be found from:
amazon.iiasa.ac.at	internet address = 147.125.99.60
yangtze.iiasa.ac.at	internet address = 147.125.99.66


jcardell-fcap-macpro51:~ jcardell$ nslookup mail.yahoo.com yangtze.iiasa.ac.at
Server:		yangtze.iiasa.ac.at
Address:	147.125.99.66#53

Non-authoritative answer:
mail.yahoo.com	canonical name = login.yahoo.com.
login.yahoo.com	canonical name = login-global.lgg1.b.yahoo.com.
login-global.lgg1.b.yahoo.com	canonical name = eulogin.lga1.b.yahoo.com.
eulogin.lga1.b.yahoo.com	canonical name = eu-eulogin.lga1.b.yahoo.com.
Name:	eu-eulogin.lga1.b.yahoo.com
Address: 217.146.187.123
Name:	eu-eulogin.lga1.b.yahoo.com
Address: 217.12.8.76
For interest – Smith aliases are:
jcardell-fcap-macpro51:~ jcardell$ nslookup mail.smith.edu
Server:		131.229.64.2
Address:	131.229.64.2#53

mail.smith.edu	canonical name = ghs.google.com.
ghs.google.com	canonical name = ghs.l.google.com.
Name:	ghs.l.google.com
Address: 173.194.74.121
[bookmark: _GoBack]jcardell-fcap-macpro51:~ jcardell$ nslookup www.smith.edu
Server:		131.229.64.2
Address:	131.229.64.2#53

www.smith.edu	canonical name = websvr.smith.edu.
Name:	websvr.smith.edu
Address: 131.229.64.19

Part 2: ifconfig

jcardell-fcap-macpro51:~ jcardell$ ifconfig
lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 16384
	options=3<RXCSUM,TXCSUM>
	inet6 fe80::1%lo0 prefixlen 64 scopeid 0x1 
	inet 127.0.0.1 netmask 0xff000000 
	inet6 ::1 prefixlen 128 
gif0: flags=8010<POINTOPOINT,MULTICAST> mtu 1280
stf0: flags=0<> mtu 1280
en0: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
	options=b<RXCSUM,TXCSUM,VLAN_HWTAGGING>
	ether 3c:07:54:7d:4e:96 
	inet6 fe80::3e07:54ff:fe7d:4e96%en0 prefixlen 64 scopeid 0x4 
	inet 131.229.102.127 netmask 0xfffff800 broadcast 131.229.103.255
	media: autoselect (1000baseT <full-duplex>)
	status: active
en1: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
	options=b<RXCSUM,TXCSUM,VLAN_HWTAGGING>
	ether 3c:07:54:7d:68:2e 
	media: autoselect (<unknown type>)
	status: inactive
fw0: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 494
	lladdr 70:cd:60:ff:fe:93:a4:98 
	media: autoselect <full-duplex>
	status: inactive
en2: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
	ether 28:37:37:0a:58:b8 
	media: autoselect (<unknown type>)
	status: inactive
p2p0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 2304
	ether 0a:37:37:0a:58:b8 
	media: autoselect
	status: inactive

Part 3: DNS and Wireshark

To flush the DNS cache in Mac OS:
jcardell-fcap-macpro51:~ jcardell$ dscacheutil –flushcache

Your IP address can be found via ‘ifconfig’ or in the ‘System Preferences > Network’ window.  My IP address is bolded above:  131.229.102.127

4. DNS messages are sent over UDP.

5. The destination port of the DNS query and the source port for the DNS response are both port 53. Note that the source port for the query and destination port for the response are not port 53 – where did this other port number come from?

6. The IP address of the DNS server at Smith is , and this is the IP address that the query message is sent to.

7. The screen capture from Wireshark shows these answers:
· This is a type A ‘standard’ query
· There are no answers contained in the message
[image: ]

8. The screen capture of the response message shows these answers. Depending upon which DNS response you examine, there could be a different number of answers, authoritative RRs, and additional records
· This message shows 1 question, 2 answers and 9 each authoritative and additional RRs.

[image: ]

9. The subsequent TCP SYN packet is hopefully sent to one of the IP addresses from the DNS response message

10. The host does not need to make new DNS queries to retrieve the additional images from the webpage.
Performing an NSlookup for www.mit.edu
11. The ports are again #53.
12. The destination of the query message is the local DNS server
13. This again is a ‘type A’ message query, with no answers (in the query).
14. The response message has a single answer, specifying the host name, type (A), class (IN = internet), TTL, length and IP address.
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Performing nslookup of type=NS on mit.edu
16. Same port and IP address as the previous queries
17. The type NS DNS query does not contain any answers
18. The ‘additional records’ contain the IP addresses of the nameservers.
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Performing: nslookup www.aiit.or.kr bitsy.mit.edu
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20. This time the DNS query is not sent to our local DNS server, but rather to 18.72.0.3, which is at mit (as specified in the nslookup command).

21. This is again a ‘type A’ query with no answers in the message.

22. The response provides 1 answer as shown below.

[image: ]
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~ Domain Name System (response)

+ 0.004504000 seconds]
Transaction ID: Oxcdsf
b Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 3
additional RRs: 3
b Queries
~ Ansvers
~ wwi.mit.edu: type A, class IN, addr 18.9.22.169
Name: ww.mit.edu
A (Host address)
: IN (0x0001)
Time to live: 1 minute
Data length: 4
addr: 18.9.22.169 (18.9.22.169
~ Authoritative nameservers
type NS, class IN, ns STRAWE.mit.edu
type NS, class IN, ns BITSY.mit.edu
b mit.edu: type NS, class IN, ns W2ONS.mit.edu
~ Additional records
b BITSY.mit.edu: type A, class IN, addr 18.72.0.3
b W20NS.mit.edu: type A, class IN, addr 18.70.0.160
D STRAWB.mit.edu: type A, class IN, addr 18.71.0.151
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7 Domain Name System (response)

{Request In: 20]
[Time: 0.000597000 seconds]
Transaction ID: Ox7e2d

b Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 3
Authority RRs: O
additional RRs: 3

b Queries

~ Answers
b mit.edu: type NS, class IN, ns STRAWE.mit.edu
b mit.edu: type NS, class IN, ns BITSY.mit.edu
b mit.edu: type NS, class IN, ns W2ONS.mit.edu

~ Additional records
b BITSY.mit.edu: type A, class IN, addr 18.72.0.3
b W20NS.mit.edu: type A, class IN, addr 18.70.0.160
b STRAWB.mit.edu: type A, class IN, addr 18.71.0.151





image5.png
131.229.102.127 131.220.64.2 DNS 73 Standard query

151.220.102.127 18.72.0.3 DNS 74 Standard query

131.229.102.127 131.229.64.139 AFP 88 FPGetVolParms |





image6.png
¥ Domain Name System (response)
{Request In: 30]
[Time: 0.004044000 seconds]
Transaction ID: Oxc917
b Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 2
additional RRs: O
b Queries
v
~ www.aiit.or.kr: type A, class IN, addr 121
Name: www.aiit.or.kr
: A (Host address)
IN (0x0001)
Time to live: 21 minutes
Data length: 4
Addr: 121.254.171.27 (121.254.171.27.

17127
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v Domain Name System (query)

{Response In: 26]

Transaction ID: Ox83d2

~ Flags: 0x0100 Standard query
0. . . = Response: Message is a query

.00 0 Opcode: Standard query (0]
Truncated: Message is not truncated
Recursion desired: Do query recursively
Z: reserved (0)
Non- authenticated data: Unacceptable

Questions: 1

Answer RRs: O

Authority RRs: O

additional RRs: O

¥ Queries

~ ww.ietf.org: type A, class IN
Name: www.ietf.org
Type: A (Host address)
Class: IN (0x0001)
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~ Domain Name System (response)
{Request In: 150]
[Time: 0.991655000 seconds]
Transaction ID: Oxdfeb
b Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: 9
additional RRs: 9
b Queries
~ Answers
b wiki.tools.ietf.org: type CNAME, class IN, cname grenache.tools.ietf.org
b grenache. tools.ietf.org: type A, class IN, addr 77.72.230.30
~ Authoritative nameservers
tools.ietf.org: type NS, class IN, ns shiraz.levkowetz.com
tools.ietf.org: type NS, class IN, ns cabernet.tools.ietf.org
tools.ietf.org: type NS, class IN, ns grenache. tools.ietf.org
tools.ietf.org: type NS, class IN, ns grenache. levkowetz.com
tools.ietf.org: type NS, class IN, ns gamay.tools.ietf.org
tools.ietf.org: type NS, class IN, ns gamay.levkowetz.com
tools.ietf.org: type NS, class IN, ns merlot.tools.ietf.org
tools.ietf.org: type NS, class IN, ns merlot.levkowetz.com
tools.ietf.org: type NS, class IN, ns shiraz.tools.ietf.org
dditional records
gamay. tools.ietf.org: type A, class IN, addr 209.208.19.222
merlot. tools.ietf.org: type A, class IN, addr 194.146.105.14
merlot. tools.ietf.org: type AAAA, class IN, addr 2a01:3f
merlot. levkowetz.com: type A, class IN, addr 194.146.105.14
merlot. levkowetz.com: type AAAA, class IN, addr 2a01:3f0.
shiraz.tools.ietf.org: type A, class IN, addr 77.72.230.31
shiraz. levkowetz.com: type A, class IN, addr 77.72.230.31
cabernet. tools.ietf.org: type A, class IN, addr 192.36.165.30
grenache.tools.ietf.org: type AAAA, class IN, addr 2a01:3f0
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